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REPLY BRIEF ON EXCEPTIONS OF 

THE PEOPLE OF THE STATE OF ILLINOIS 

 

 

 The People of the State of Illinois (“OAG” or “the People”), by and through Illinois 

Attorney General Lisa Madigan, hereby submit the following Reply Brief on Exceptions to the 

Proposed Order issued on December 6, 2013 (“Proposed Order” or “PO”).  The People’s Reply 

addresses certain exceptions raised by the Citizens Utility Board (“CUB”), Illinois Competitive 

Energy Association (“ICEA”), and Retail Energy Suppliers Association (“RESA”). 

Reply to CUB’s Exceptions on Data for Benchmarking Purposes 

The Proposed Order states that data that has been “summed up or added together in some 

fashion such that no individual customer data remained” is “outside the scope of this proceeding” 

and will not be addressed by the Commission.  PO at 17.  In its Brief on Exceptions, CUB 

appears to argue that the Proposed Order should explicitly state that utilities are free to release 

this type of data.  See CUB BOE at 3 (“Data that is averaged or summed and does not contain 

customer specific information can be released under the law.”).   

The People, on the other hand, read the Proposed Order to say very clearly that the instant 

docket is not addressing, either through prohibition or authorization, the release of data that has 

been “summed up or added together in some fashion such that no individual customer data 



 

2 
 

remained.”  The reason for this may lie in the definition of customer specific information:  

“information about the customer’s use of or payment for electric utility that is either expressly 

linked with a customer’s identity or could, with reasonable effort, be linked to the customer’s 

identity.”  Proposed Order at 17, emphasis added.  What the People believe the Proposed Order 

to say is that it has designated as outside the scope of this proceeding the identification of any 

specific safeguards that it believes would or would not thwart reasonable efforts to link a 

customer’s identity with a particular set of usage or billing data.  But CUB’s conclusion that the 

Proposed Order has, therefore, by implication, approved the release of any data stripped of a 

customer’s identity is incorrect, as it disregards the possibility inherent in the definition that a 

customer’s identity might, with sufficient (albeit currently unknown) manipulation techniques, 

be linked to usage or billing data.   

To the extent the language in the Proposed Order is unclear on this point, whether or not 

its intention is as the People have interpreted, the People request that the Proposed Order be 

clarified to define the scope of these proceedings. 

Reply to CUB, ICEA, and RESA on Accessing Interval Data 

 CUB, ICEA, and RESA also each raise arguments that the Proposed Order should be 

modified to clarify that an alternative supplier with an account number or a customer contract 

would require no additional authorization to access a customer’s interval data.  CUB BOE at 3; 

ICEA BOE at 4; RESA BOE at 2.  For its part, CUB argues that “[t]he Proposed Order should be 

modified to be clear that the Anonymous Data Protocol contained therein includes interval usage 

data.”  CUB BOE at 3.  RESA and ICEA each argue that possession of a signed supply contract 

or an account number is sufficient authorization to release smart meter interval data.  RESA BOE 

at 2; ICEA BOE at 3.   
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Among the modifications offered by CUB is the following to page 29 of the Proposed 

Order: 

(4) Sections 16-122 and 16-108.6 require verifiable authorization from individual 

customers before disclosure may occur regarding a customer’s participation in the 

PTR or NM programs, and the disclosure of interval data (sequential blocks of 

time-specific data on the customer’s energy use);   

 

CUB BOE at 7.  RESA and ICEA each offer several modifications, including the following:  

For these reasons, the Commission does not find that possession of an account 

number and/or a customer supply contract alone to be sufficient evidence of 

customer authorization to access highly detailed AMI-enabled data. 

 

ICEA BOE at 11; RESA BOE at 2. 

The People oppose the modifications to the Proposed Order outlined by CUB, ICEA, and 

RESA.  The Proposed Order’s conclusion is clear that customer-specific interval data cannot be 

released without specific customer authorization.  The People support this conclusion.  As the 

People have previously stated: 

[T]he People believe that the novel nature of individual customer’s interval data 

and the fact that it is not yet understood by the typical customer requires that, until 

stakeholders and the Commission itself are able to engage in more in-depth 

discussions with consumers and determine the appropriate conditions for its 

dissemination, conventional methods of consumer protection should govern the 

release of such information for non-billing purposes.  This would require any 

entity seeking interval information from an individual for non-billing purposes to 

obtain express written consent from the customer after a clear and conspicuous 

disclosure of all material terms and conditions connected to the release of the 

information. . . .  The People recommend that the Commission adhere to these 

traditional consumer protection principles and continue discussions on the proper 

release of interval data by engaging privacy advocates and consumer groups in 

public forums to understand the concerns of consumers, energy service vendors, 

and the academic community as well as power suppliers and regulators. 

AG Verified Surreply Comments at 5-6 (emphasis in original).   

Both RESA and ICEA seem to argue that there is no difference between the interval data 

collected by a smart meter and the summary monthly data collected by a standard meter.  ICEA 

BOE at 3-4; RESA BOE at 1.  The People disagree with this argument.  As noted in the People’s 
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Verified Surreply Comments, “[m]onthly data reveals less detail about the individual user than 

the interval data provided by smart meters and can therefore be viewed as less sensitive from a 

consumer privacy standpoint.”  AG Verified Surreply Comments at 2.  An underlying basis for 

ICEA’s and RESA’s positions is the lack of specific distinction in the Act between data collected 

by a standard meter and interval data collected by a smart meter.  ICEA BOE at 4.  ICEA 

essentially argues that the absence of a specific statutory prohibition on releasing interval data is 

akin to permission to release interval data.  The People maintain that the absence of statutory 

direction in this matter must not be viewed as acquiescence by the legislature to release the data, 

particularly where doing so would run contrary to the purpose of the Consumer Fraud Act.  In 

the People’s Reply Comments, the People noted that “the statutory scheme set forth in the 

Consumer Fraud and Deceptive Business Practices Act and in the Public Utilities Act regarding 

customer usage and billing information is premised not on the general availability of this data, . . 

. but on the need to protect such information from general dissemination and to release it only to 

certain parties and under certain conditions.”  AG Verified Reply Comments at 4-5.  Therefore, 

the People urge the Commission to reject ICEA’s argument and proposed modifications and 

adopt the modifications to the Proposed Order as outlined in the People’s Brief on Exceptions.  

AG BOE at 3.  

RESA also goes on to argue that there is neither a policy nor a factual reason to support 

the Proposed Order’s distinction between the types of data collected by the standard meter or the 

interval meter.  The People disagree and reiterate that interval data collected by a smart meter 

reveals specific information about customer usage patterns that could fall within the protections 

of the Consumer Fraud Act.  AG Verified Surreply Comments at 2.  To be clear, the People are 

not proposing onerous restrictions on the release of interval data.  Rather, as noted in the 
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People’s Brief on Exceptions, the People seek to ensure that customers receive full disclosure, 

including a definition of “interval data,” either prior to electing service from an alternative 

supplier or on a separate occasion following selection of an alternative supplier.  AG BOE at 2.   

For the same reasons, the People also oppose CUB’s “Exception #2.”  CUB BOE at 6-8.  

The Proposed Order appropriately concludes that customer-specific interval data cannot be 

released without specific authorization. 

WHEREFORE, the People of the State of Illinois respectfully request that the 

Commission modify the Proposed Order consistent with the recommendations and arguments 

presented above and in the People’s Exceptions. 

 

Dated: January 8, 2014    Respectfully submitted, 

 

      LISA MADIGAN 

      Attorney General 
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Chief, Public Utilities Bureau 
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Assistant Attorney General 

Illinois Attorney General’s Office 
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