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STATE OF ILLINOIS 
ILLINOIS COMMERCE COMMISSION 

 
Illinois Commerce Commission    ) 
On Its Own Motion      ) 
       ) 13-0506 
Investigation of Applicability of    ) 
Sections 16-122 and 16-108.6 of the   ) 
Public Utilities Act      ) 
 

BRIEF ON EXCEPTIONS AND REQUEST FOR ORAL ARGUMENT  
OF THE CITIZENS UTILITY BOARD 

 
The Citizens Utility Board (“CUB”), by one of its attorneys, hereby submits this 

Brief on Exceptions in accordance with the Illinois Commerce Commission (“ICC” or “the 

Commission”) Rules of Practice, 83 Ill. Admin. Code § 200.830, and the Administrative Law 

Judge’s Proposed Order (“PO”) of December 6, 2013.  As the Proposed Order notes, the 

deployment of Advanced Metering Infrastructure (“AMI”) brings with it great potential for 

entirely new types of services and offerings.  PO at 16.  The rules the Commission puts in 

place in this docket address how best to lay the foundation to realize that potential without 

compromising customer protection and privacy.   

The Proposed Order correctly concludes that Sections 16-122 and Section 16-108.8 of 

the Public Utilities Act (“PUA” or “the Act”) do not prohibit the release of customer usage 

information to the extent that the information is presented in a way that precludes 

someone from determining the usage characteristics or other personally identifying data of 

identifiable end users.  PO at 17.  “Customer specific information” is further defined as that 

“information about the customer’s use of or payment for electric utility that is either 

expressly linked with a customer’s identity or could, with reasonable effort, be linked with 

the customer’s identity.”  Id.  Given these conclusions – with which CUB agrees – the 

Proposed Order’s conclusion that first, customer data that is de-identified or anonymous 

and then grouped together “in such fashion that no individual customer data remained,” 
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such as by addition or summing, is beyond the scope of this docket is incorrect as a matter 

of law.  If the legal standard is that information can be shared so long as it is not either 

expressly or with reasonable effort linked to a particular customer, then this type of 

information is permissible by Illinois.  

The Proposed Order also errs in concluding that third parties, including retail 

electric suppliers (“RESs”), who have customer authorization, need additional authorization 

to access interval usage data.  There is no legal basis for drawing such a distinction.  

Instead, the Proposed Order concludes that opt-out municipal aggregation proceedings do 

not include “affirmative” customer consent as opposed to “traditional” methods for 

acquiring customers.  PO at 26.  While it is true that smart meters collect more granular 

usage data, Id., there is no reason given in the Proposed Order for why municipal 

aggregation proceedings have some different level of customer authorization than other 

methods of changing supplier.  Once a customer is a customer of a RES, regardless of the 

method of changing supply, the PUA does not draw any distinction between that customer’s 

rights and the RES’s responsibilities.  The Proposed Order’s attempt to draw such an 

artificial distinction should be rejected. 

The record also shows support for the proposed Data Protocol adopted to use a 

smaller sample size than 30, and therefore CUB takes exception to that conclusion as well.   

Request for Oral Argument 

The Proposed Order lays out the framework for making usage data available to third 

parties, including RESs, who will be helping to create direct benefits for customers who 

have smart meters.  The policy issues raised in this proceeding are fundamental to whether 

the promise of smart meters can ultimately be realized.  Oral Argument would be 

appropriate to discuss how that policy can be shaped within the appropriate legal 
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framework.  Accordingly, pursuant to Section 200.850 of the Commission's Rules of 

Practice, CUB respectfully requests Oral Argument on the issues addressed herein. 

 

Exception #1: Data that is averaged or summed and does not contain customer specific 

information can be released under the law. 

The Proposed Order correctly notes that the parties agree that “customer specific 

information” is information about the customer’s use of or payment for electric utility that 

is either expressly linked with a customer’s identity or could, with reasonable effort, be 

linked to the customer’s identity.”  PO at 17.  The PUA does not draw a distinction between 

types of customer usage data, since both Sections 16-122 and 16-108.6 refer only to 

customer specific information or personal information.  In fact, “usage data” is not defined 

in the PUA.  While it is true that the moment, of course, almost all residential customers do 

not have access to any interval usage data, the deployment of smart meters means 

customers and their authorized entities will potentially have access to interval usage data 

on a real-time basis.  

The value of this data, as the Proposed Order acknowledges, lays it its usefulness for 

developing new types of services and offerings.  PO at 16.  Several parties have commented 

on the value of having customer usage data for the purposes of providing new energy 

pricing options and improved energy efficiency programs.  CNT Energy Init. Comments at 

6-14; ICEA Init. Comments at 5. City of Chicago Reply Comments at 16-19. 

The Proposed Order should be modified to be clear that the Anonymous Data 

Protocol contained therein includes interval usage data.  CUB recommends that the 

Proposed Order at page 17 and at pages 28-29 be modified as follows: 

Page 17: 
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The Commission clarifies that “anonymous data” is individual customer 
data with customer specific information removed.  This includes interval usage 
data if such data if such data is available.  A number of parties have used the 
term “de-identified” to mean the same thing.  The Commission believes it is 
necessary to also clarify that the term “aggregated” is used in this Order 
consistent with its use in the Staff Report and in the Initiating Order which use the 
term to refer to individual customer data grouped in certain sizes, and not to data 
that was summed up or added together in some fashion such that no individual 
customer data remained. The Commission considers the latter to be outside the 
scope of this proceeding and it does not address this issue. 

Pages 28-29: 

(2) Section 16-122 and Section 16-108.8 of the PUA do not prohibit the release of 
customer usage information, including interval usage data, to the extent that the 
information is presented in a way that precludes someone from determining the 
usage characteristics or other personally identifying data of identifiable end users. 
Utilities are not prohibited from making such information available to third parties 
without customer authorization if they follow the defined Data Protocol described 
herein;  

 

(4) Sections 16-122 and 16-108.6 require verifiable authorization from individual 
customers before disclosure may occur regarding a customer’s participation in the 
PTR or NM programs, and the disclosure of interval data (sequential blocks of time-
specific data on the customer’s energy use);  

 

Exception #2: Third parties, including retail electric suppliers, with customer authorization 

do not need additional authorization to access interval usage data. 

The Act does not draw a distinction between types of customer usage data.  Both 

Sections 16-122 and 16-108.6 refer only to customer specific information or personal 

information, and draw no distinction between types of third parties once customer 

authorization has been received.  While it is true that Section 16-122 obliges the utility 

provide certain information to certain parties if requested, the law does not address 

requests from any other third party which would follow the proposed Data Protocol.  Nor 

does the Act draw distinctions between customer authorization for monthly usage data 

versus interval usage data.  The Proposed Order does not include any factual findings 

based on the record as to why such distinctions should be drawn, and as a result, its 
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conclusion that any third party, including retail electric suppliers (“RES”), need additional 

authorization once a customer’s consent has been given by the sharing of an account 

number or in fact by serving as that customer’s electric supplier should be rejected. 

The Proposed Order appears to be most concerned about customers acquired by a 

RES within the context of municipal aggregation, though ultimately it concludes that an 

account number or supply contract is insufficient for a RES to access interval usage data for 

a customer regardless of how that customer was acquired.  There is no legal requirement or 

factual evidence in the record showing support for such a blanket prohibition or indeed, 

even a distinction into RES practices based on how a customer was acquired.  

Once a customer changes supplier, the law draws no distinction on that customer’s 

rights or the RES’s responsibilities. There is no reason to do so once customer consent has 

been obtained.  There is no legal distinction is drawn around the purpose of a request for 

usage data, only between whether or not a customer’s authorization is required.  Section 

16-122, for example, provides already that a customer’s authorized agent can receive that 

customer’s billing and usage data.  220 ILCS 5/16-122(a).   

Perhaps most confusingly, the Proposed Order itself concludes that having a 

customer’s account number “may be considered customer consent to receive certain 

information about such customer’s account, including the customer’s participation in the 

PTR [Peak Time Rebate] or NM programs . . .” PO at 29.  While the term “certain 

information” is not defined, the Proposed Order considers a customer’s participation in PTR 

or NM programs “impacts the production of the customer’s bill and, as such, is billing data.”  

PO at 21.  If an account number is sufficient to provide authorization for those purposes, it 

is unclear why it would be insufficient for the purposes of say, reviewing a customer’s usage 

to determine if another rate would better serve that customer.  ICEA Init. Comments at 4-

5. 
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The Proposed Order’s recommended process follows the recommendation of ICC 

Staff, which in turn copies the existing procedures for verification of customer supplier 

changes found in the Consumer Fraud and Deceptive Business Practices Act.  PO at 26   If 

the Commission adopts this conclusion, it will in effect bar those RESs with existing 

customers – whether gained through municipal aggregation or not – from offering those 

customers’ new pricing programs based on their usage.  This imposes extra obligations on 

RES who manage to win municipal aggregation contracts as opposed to RESs who acquire 

customers through “traditional” means such as “face to face” marketing.  Id.  There is no 

record evidence given to explain why such an additional burden should be imposed, or why 

the granularity of the data matters more in the context of an aggregation overseen by a 

directly elected government body than door-to-door sales.   

If the Commission is concerned about improper requests from RESs, or indeed any 

third parties, it should adopt the suggestion put forth by CUB in its Verified Surreply 

Comments: 

To account for costs and the administrative burden associated with utilities 
needing to process large numbers of data requests, it may be appropriate to 
attach a fee and/or restrict the number of times a third party is allowed to 
make a request per year. Likewise, CUB recommends the Commission 
consider the length of time a third party is allowed to keep the data before it 
must be destroyed.  It is important that data collection be minimized and 
prudently destroyed after a reasonable amount of time or when it is no longer 
useful. For example, IRS tax forms as well as company payroll records are 
often destroyed after a period of seven years.  CUB Verified Surreply 
Comments at 6. 

CUB therefore recommends the Proposed Order be modified at Pages 22-23 and 

Page 29 as follows: 

The Commission is aware that its decision on the issue of RES access to 
its customers’ interval data for non-billing purposes has critical implications. Due 
to the fact that smart meters collect energy usage data at much shorter time 
intervals than historically, the granularity of this data merits the Commission’s 
careful consideration to ensure that the privacy of customers is protected.  
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The Commission declines to adopt ICEA’s position that the customer 
authorization requirements of Sections 16-122 and 16-108.6 are met if an RES 
has proper authorization in the form of the customer’s account number and/or a 
customer supply contract.  ICEA reasons that the Commission should deem the 
historic practice of submitting the customer’s account number to the utility’s 
website to satisfy the statutory requirement of verifiable authorization.  The 
Commission rejects ICEA claim that it is seeking the “same” customer usage 
data for residential and small commercial customers that has historically been 
recorded by standard meters, only now that data will be recorded using interval 
recording smart meters. ICEA’s position fails to acknowledge that because smart 
meters collect energy usage data at much shorter time intervals than in the past, 
the information they collect can reveal much more detailed information about the 
activities within a dwelling or other premises than was available in the past, 
including knowledge about specific equipment usage or other internal 
home/business processes.  Moreover, ICEA’s position fails to take into account 
the municipal aggregation context where customers do not provide affirmative 
consent. Until late 2010, customers were acquired by RES via “traditional” means 
where suppliers contacted customers via face to face, mailing or telemarketing. 
Those traditionally acquired customers provided an affirmative consent to the 
release of their account number to their supplier.  In municipal aggregation, a 
majority of the customers with a supplier are acquired via the municipal 
aggregation “opt out” process, which means if the customers did not affirmatively 
opt out of the municipal’s program, they are in the program.  For these reasons, 
the Commission does not find that possession of an account number and/or a 
customer supply contract alone to be sufficient evidence of customer 
authorization to access highly detailed AMI-enabled data.  
 

Staff asserts that RESs should obtain customer authorization for access 
to this information either through initial signup or separate verifiable authorization 
consistent with Section 2EE of the Consumer Fraud Act. If authorization is 
obtained through initial signup, Staff recommends that RESs be required to 
disclose authorization in the same prominent manner in which other crucial terms 
and conditions are required to be disclosed pursuant to Section 412.110 of the 
Commission’s Rules. Staff then proposes that RESs would certify to the utilities 
that they had obtained such authorization through the development of a new step 
in the DASR process. The Commission supports Staff’s proposal regarding the 
level of authorization necessary to access customers’ interval data, but prefers 
that the parties come together in an effort to reach consensus regarding the 
method for achieving this result in future workshops.  This method should 
address the utilities’ concern that they not bear the burden of interpreting the 
scope of consent obtained by suppliers, including physically receiving and 
reviewing written customer authorizations, or be required to demand proof of 
individual customer authorization prior to releasing interval usage data to a RES. 
Whatever method is agreed upon, it must be clear that the responsibility to obtain 
these customer authorizations rests solely with the RES, and that the RES 
should be required to separately and affirmatively acknowledge to the utility that 
it has proper customer authorization.  
 

Additionally, [T]he Commission agrees that the customer disclosure 
required for opt-out aggregations should be used to disclose that interval usage 
data may be collected. customer authorization to receive interval data for non-
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billing purposes.  This would help customers understand and be aware of what is 
being collected, and so As stated by Staff, if an aggregation supplier desires to 
receive customer specific interval data for non-billing purposes, the opt-out 
disclosure to the customer must describe this fact and alert the customer that not 
opting out of the aggregation program will authorize the aggregation supplier to 
receive interval data for non-billing purposes as long as the customer remains in 
the aggregation program. If the opt-out disclosure does not contain such an 
authorization, the aggregation supplier has to obtain separate authorization from 
its existing aggregation customers if it wishes to receive interval data for non-
billing purposes. As discussed above, however, the Commission believes that its 
Data Protocol will provide sufficient protection to prevent the identification of any 
customer or the release of any personal or customer specific information.  Since 
the law draws no distinctions between types of usage data, the Commission 
declines to require additional authorization at this time. 

 

Exception #3: The record supports modifying the proposed Data Protocol to include smaller 

sample sizes than 30. 

Several parties have proposed various methods by which smaller samples of 

customer usage data could be released in such a way as to be useful for third parties 

seeking to develop new products and still anonymous such that the samples conform with 

Illinois law.  City Reply Comments at 17, 23; CNT Energy Reply Comments at 16; CUB 

Reply Comments at 7-8.  This in turns means the record supports, and the Commission 

should consider what is the easiest for the utility to administer and what is the most useful 

for third parties.  In Verified Reply Comments, CUB proposed a “15/15 Rule,” based on 

standards developed by California, Colorado and Minnesota which takes into account the 

need for protecting privacy, providing useful data granularity, and minimizing the 

administrative burden on utility companies who are charged with processing data requests.  

CUB Reply Comments at 7-8.  The 15/15 Rule would require utilities to provide 12 months 

of customer usage data of at least 15 customers organized by groups of customers within 

the same ZIP +4 area after stripping any identifiable information (name, address, account 

number, etc.).  Id.  Furthermore, a single customer’s load must not comprise more than 15% 



9 

of the customer group.  Id.  This ensures that third parties cannot readily identify 

individual customers based on their load or usage patterns. CUB Surreply Comments at 4. 

CUB recommends the Commission strike a balance between the Staff’s proposed 

sample size and the sample sizes of parties who will be developing the energy efficiency and 

pricing programs which will make use of the new smart meters to deliver direct customer 

benefits.  The Proposed Order’s conclusion at Page 17 should therefore be modified as 

follows: 

The Commission agrees that in order to protect personal and customer specific 
information from unauthorized disclosure, the electric utilities should establish 
and follow Staff’s proposed a standard Data Protocol when receiving requests for 
data concerning the use of electric utilities service at the individual customer 
level. The Commission believes this methodology will best achieve the goal of 
making such data available to authorized third parties such as RESs while also 
protecting personal and customer specific information from unauthorized 
disclosure pursuant to the PUA. The Commission believes maintaining a 
minimum 30-customer requirement provides a greater degree of anonymity than 
a smaller grouping. However, the Commission believes that it is possible to 
provide the anonymity the law requires while still providing the granularity needed 
by energy efficiency and dynamic pricing program providers with the smaller 
sample size and usage grouping provided by CUB’s proposed “15/15” rule.  
Therefore, this rule is adopted.  It also ensures that the utilities and RESs are 
compliant with Section 16-122 since no customer specific information will be 
divulged. Additionally, it appears this protocol will not be resourcefully 
burdensome on the utilities.   

 
Dated: December 23, 2013    Respectfully submitted, 
 

  
Kristin Munsch 
Director of Policy and Senior Attorney 
CITIZENS UTILITY BOARD 
309 W. Washington, Suite 800 
Chicago, IL  60606 
(312) 263-4282  
kmunsch@citizensutilityboard.org 


