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STATE OF ILLINOIS 
ILLINOIS COMMERCE COMMISSION 

 
Illinois Commerce Commission    ) 
On Its Own Motion      ) 
       ) 13-0506 
Investigation of Applicability of    ) 
Sections 16-122 and 16-108.6 of the   ) 
Public Utilities Act      ) 
 
 

VERIFIED SURREPLY COMMENTS OF THE CITIZENS UTILITY BOARD 
 
 

The Citizens Utility Board (“CUB”), by one of its attorneys, hereby submits these 

Verified Surreply Comments in accordance with the Illinois Commerce Commission (“ICC” 

or “the Commission”) Administrative Law Judge’s September 25, 2013 Notice of 

Continuance of Hearing and Notice of Schedule.  The failure of CUB to address at this point 

any particular argument related to any issue or proposal made by the parties in their 

Initial or Reply Comments should not be construed as agreement or acquiescence.  In those 

cases, CUB incorporates by reference its statements in its verified Initial Comments and 

Reply Comments, and does not repeat here those arguments.  CUB addresses here the 

methods which have been suggested to comply with Illinois law requiring that personal 

customer information be kept private without authorization, and under what circumstances 

a utility can identify customers participating in Peak-Time Rebate (“PTR”) and Net 

Metering (“NM”) programs.   

 

I. How to Comply with Illinois Law  

The key question for the parties in this proceeding and ultimately the Commission is 

under what circumstances, if any, a utility may release to a third party customer 

information absent specific customer consent.  In this case, the Commission is called upon 

to harmonize what might appear disparate portions of the Public Utilities Act (“PUA” or 
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“the Act”): portions calling for the development of new pricing, energy efficiency and 

demand response programs, and portions which call for the protection of personal customer 

information from unauthorized disclosure.   

Almost all parties to this proceeding now appear to agree that Illinois law bars the 

release of the personal customer information – that is, information which can be used to 

identify a particular customer (name, address, account number, individual usage, etc.).  See 

220 ILCS 5/16-108.6(d).  If that is the case, the Commission must then ask itself how the 

General Assembly intended for the development of new pricing, energy efficiency or 

demand response programs to occur, since customer usage information is a necessary tool 

for the development of those products. See Verified Reply Comments of CNT Energy 

(“CNT”), the City of Chicago (“the City”), the Illinois Competitive Energy Association 

(“ICEA”), the Environmental Law and Policy Center (“ELPC”).   

CUB believes that parties have already answered this question: customer usage 

information – interval or otherwise – can be released if it can be released in such a manner 

to prevent the receiving third party from being able to identify any one individual customer 

within that customer usage data sample.  Clearly this would bar the release of a name, 

account number or address.  Less clear is whether it would bar the release of anonymous 

data samples grouped by location or delivery service class.  CUB believes it would not.  The 

Commission should conclude that anonymous customer usage information can be released 

to a third party without specific customer authorization, and should rule that “anonymous 

customer usage information” means information that is released in groups such that no 

individual customer can be identified.  

Several parties have proposed various methods by which samples of customer usage 

data could be released in such a way as to be useful for third parties seeking to develop new 

products and still anonymous such that the samples conform with Illinois law.  
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1. Aggregated Data Samples:  These would be groups of individual customers whose 

usage data is mathematically summed or averaged as a group.  Given that the sample does 

not include individual usage data, potentially smaller sample sizes could be released 

without violating the prohibition on customer identification.   

2. De-identified Data Samples:  These would be samples of individuals where there 

is no personal information – name, address or account number – shared but which would 

include individual usage data points so long as no one data point can identify any one 

customer.  Several parties have proposed an Anonymous Data Protocol for the 

Commission’s consideration, which function essentially the same way except for the 

minimum sample size:  

Data at the individual customer level will be provided anonymously (a) for a 
geographic area no more granular than a five-digit zip code plus the first two 
to four additional zip digits (“zip+2-4”) and (b) only when that geographic 
area has at least 30 customers of each type or class for which data is 
provided. In the event condition (b) is not met, ComEd would provide the 
requester only data on the next higher zip code basis, subject to the same 
restriction. Should the 30 customer condition still not be met, ComEd will 
aggregate further using fewer digits of the zip code, and so on, until the 
condition is met.  If the condition cannot be met at the five-digit zip code 
level, no data past the five-digit zip code threshold for the requested 
customers would be provided.  Commonwealth Edison Company (“ComEd”) 
Ver. Init. Comments at 5-6; Staff Ver. Init. Comments at 6. 

The City proposes the same method but with a smaller sample size beginning with 4 

individuals, based upon its experience with ComEd’s Energy Usage Data System.  City 

Reply Comments at 17, 23.  CNT also includes this method, though it would group the data 

sets by groups of 5 meters.  CNT Reply Comments at 16.  CUB proposed a slightly different 

method, which would allow sample sizes of 15 individuals so long as no one individual 

usage point is more than 15% of the total.  CUB Reply Comments at 7-8.   

3. Encrypted Data Samples:  These would be samples of individuals which would 

include an address but which would be encrypted such that only the utility could read the 
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address.  The third party receiving the data would receive only a generic identifier which 

could be used to match a data point with some other data, for example, building 

characteristic data.  The third party would then be able to merge two data sets – the 

utility’s and an outside set – into one but would not be able to tell who or where any one 

individual customer is.  This method was proposed by CNT, and would provide the most 

granular data set to a third party.  CNT Reply Comments at 16.  

Within any of these three methods, a sample may be grouped by ZIP code, ZIP +2 or 

ZIP +4, as well as by customer class, without violating Illinois law.  The controlling legal 

principle here is whether or not an individual customer’s usage, or other personal 

information such as an address or account number, could be identified from any sample of 

usage data provided to a third party by a utility without customer authorization.  An 

anonymized, compiled data set of individual customer usage can be shared with third 

parties under the law so long as an individual customer cannot be identified within that 

dataset. 

This in turns means that the Commission should consider what is the easiest for the 

utility to administer and what is the most useful for third parties.  In Verified Reply 

Comments, CUB proposed a “15/15 Rule,” based on standards developed by California, 

Colorado and Minnesota which takes into account the need for protecting privacy, providing 

useful data granularity, and minimizing the administrative burden on utility companies 

who are charged with processing data requests.  The 15/15 Rule would require utilities to 

provide 12 months of customer usage data of at least 15 customers organized by groups of 

customers within the same ZIP +4 area after stripping any identifiable information (name, 

address, account number, etc.).  Furthermore, a single customer’s load must not comprise 

more than 15% of the customer group.  This ensures that third parties cannot readily 

identify individual customers based on their load or usage patterns.  
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If the number of customers in the dataset is below 15, or if a single customer’s load 

is more than 15% of the total data, utilities must expand the geographic area, moving to a 

ZIP+2 level for example.  If expanding the geographic area reaches the 15 customer 

threshold, but a customer still comprises 15% or more of the usage data, that customer is 

simply dropped from the dataset.  If the 15 customer requirement is not met after the first 

expansion of the zip code, the sample size is expanded to the ZIP level.  The following 

provides a step-by-step example of the 15/15 Rule process: 

Step 1: A third party requests customer data within a ZIP+4 geographic area. The 

request should specify the desired customer class (e.g., residential, commercial and 

industrial). 

Step 2: If the ZIP+4 area contains at least 15 customers and no individual customer 

comprises more than 15% of the group’s usage, the utility provides de-identified usage data 

of individual customers within the ZIP+4 area based on the customer class requested, and 

no further action is required. If these requirements are not met, proceed to Step 3. 

Step 3: If an individual customer comprises more than 15% of the group’s usage, or 

there are less than 15 customers in the ZIP+4 area, the utility will expand the geographic 

area (e.g., ZIP+2). If this expansion meets the 15 customer threshold and no customer 

comprises more than 15% of the data, no further action is required. If this is not the case, 

proceed to Step 4a or 4b. 

Step 4a: If expanding the geographic area one level (i.e. ZIP+2) reaches the 15 

customer threshold, but a customer is still responsible for 15% or more of the data, that 

customer is dropped from the dataset, and no further action is required. This ensures the 

most accurate sample size possible while also protecting consumer privacy.  
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Step 4b: If expanding the geographic area one level (i.e. ZIP+2) does not reach the 

15 customer threshold, the zip code is further expanded to a five-digit zip code level.  If the 

threshold is not met after this expansion, no data will be provided.  

To account for costs and the administrative burden associated with utilities needing 

to process large numbers of data requests, it may be appropriate to attach a fee and/or 

restrict the number of times a third party is allowed to make a request per year. Likewise, 

CUB recommends the Commission consider the length of time a third party is allowed to 

keep the data before it must be destroyed.  It is important that data collection be minimized 

and prudently destroyed after a reasonable amount of time or when it is no longer useful. 

For example, IRS tax forms as well as company payroll records are often destroyed after a 

period of seven years.   

 

II. Identification of Peak Time Rebate and Net Metering Customers 

In reviewing comments, it would appear that there are two situations where PTR 

and NM customers could be identified – one which would violate Illinois law and one which 

is permitted by Illinois law.  CUB believes that any individual PTR or NM customer cannot 

be identified in a data set released to a third party without customer authorization as 

discussed above.  Enrollment in either program would constitute personal customer 

information, and flagging such enrollment in the context of any aggregated, de-identified or 

encrypted data set would make it possible to identify that customer.  As such, those 

customers cannot be identified in that context. 

However, CUB understands that the comments of parties on this issue may in fact 

be addressing a different circumstance: whether or not a PTR or NM customer can be 

identified as part of a data set shared with a third party in the context of a municipal 

aggregation, governed by Section 16-122 of the PUA and the Commission’s proposed rule 
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under development in ICC Docket No. 12-0456.  Once a municipality1 has opted for an 

aggregation program, that program has been approved, and the municipality, electric 

utility and winning aggregation supplier are working together on the notification and 

enrollment of customers, CUB believes that PTR and NM customers can be identified.  The 

law provides that all three groups will have access to customer name, address and account 

number in order to facilitate aggregation.  In that case, the law presumes authorization on 

the part of all customers within that municipality to share this information once the 

referendum has been approved.  As ELPC points out, flagging these customers during this 

process will hopefully streamline the process for customers who wish to remain on a PTR or 

NM program.  ELPC Reply Comments at 3.   Given the policy goals of the State to advance 

distributed generation and demand response participation, encouraging customers to use 

these programs even during the context of an aggregation makes sense.  

 
Dated: November 18, 2013    Respectfully submitted, 
 

  
Kristin Munsch 
Director of Policy and Senior Attorney 
CITIZENS UTILITY BOARD 
309 W. Washington, Suite 800 
Chicago, IL  60606 
(312) 263-4282  
kmunsch@citizensutilityboard.org 

                                                            
1 CUB understands that under Illinois law, aggregation can occur at the municipal, township and 
county levels.  As most aggregations to date have been at the municipal level, CUB will use the term 
“municipality” though the same law and statements would apply to any of the three groups.  


