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STATE OF ILLINOIS 

ILLINOIS COMMERCE COMMISSION 

ILLINOIS COMMERCE COMMISSION 

On Its Own Motion 

Investigation of Applicability of  
Sections 16-122 and 16-108.6 of the  
Public Utilities Act 

: 
: 
: 
: 
: 
: 

 
 
Docket No. 13-0506 

 
 

DRAFT PROPOSED ORDER OF 
COMMONWEALTH EDISON COMPANY 

Commonwealth Edison Company (“ComEd”), pursuant to the schedule established by the 

Administrative Law Judge (“ALJ”) in this proceeding, hereby submits the following Draft Proposed 

Order for consideration by the ALJ and the Illinois Commerce Commission (“Commission”).  

DRAFT PROPOSED ORDER 

By the Commission: 

I. PROCEDURAL HISTORY 

The Commission initiated this proceeding through its September 4, 2013 Order Initiating 
Proceeding (the “Initiating Order”) to investigate the applicability of Sections 16-122 and 16-
108.6 of the Public Utilities Act (“PUA”). 220 ILCS 5/16-122; 220 ILCS 5/16-108.6. These 
sections pertain to the release of customer-specific information by electric utilities.  

The deployment of the Advanced Metering Infrastructure (“AMI”), Net Metering, Peak-
Time Rebate Programs and certain Rate Design filings required by the electric utilities pursuant 
to statute has led to the immediate need for utilities to provide customer-specific information to 
third parties which may or may not conflict with other sections of the PUA. Because policies, 
practices, rules or programs may need to be established that apply to more than one electric 
utility, the Commission found an investigation under Section 10-101 of the PUA to be 
appropriate. 

The Initiating Order refers to Staff’s Report from the Commission's Office of Retail 
Market Development ("ORMD") dated August 30, 2013, in which the ORMD Staff reviewed 
issues related to the applicability of Sections 16-122 and 16-108.6(c) of the PUA.  In a segment 
of the Staff Report entitled "List of Issues to be Addressed by the Investigation," ORMD Staff 
lists specific issues to be considered during this proceeding. The Initiating Order directed the 
parties to this proceeding to explore these issues in order to appropriately interpret the PUA as it 
relates to the dissemination of customer-specific information.  The issues identified in the Staff 
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Report are: (1) the release of aggregated, anonymous customer usage information; and (2) the 
release of individual and specific information, including the identification of Peak Time Rebate 
and net metering customers and Retail Electric Supplier (“RES”) access to its customers’ interval 
data that is not used for the purposes of billing a customer.   Staff Report at p. 3. 

 The Commission named Commonwealth Edison Company (“ComEd”) and Ameren 
Illinois Company (“Ameren”) as parties to this investigation and noted that the case would be 
conducted as a contested case and not a rulemaking. Initiating Order at 3.  
 

At a status hearing, the Administrative Law Judge set a schedule for Initial, Reply, and 
Surreply Comments and an evidentiary hearing. Aside from Staff, ComEd and Ameren, the 
following parties intervened: City of Chicago, Citizens Utility Board, Retail Energy Supply 
Association, CNT Energy, Illinois Competitive Energy Association, and the People of the State 
of Illinois. 

The Administrative Law Judge (“ALJ”) adopted a schedule consistent with the 
Commission’s intent to issue a Final Order in this docket by February 1, 2014.  Simultaneous 
Initial Verified Comments were filed by the parties on October 15, 2013. 1  Simultaneous Reply 
Verified Comments were filed by the parties on November 5, 2013.2  Simultaneous Surreply 
Verified Comments and Draft Orders/Summary of Positions were filed by the parties on 
November 19, 2013.  

The parties filed waivers of their rights to an evidentiary hearing, indicating that this 
matter be tried or otherwise resolved on the basis of written pleadings and submissions that are 
verified and supported by affidavit, and agreeing that the Commission may enter a final Order in 
the matter in reliance thereon pursuant to 83 Ill. Adm. Code § 200.525.   

II. APPLICABLE LAW 

Section 16-122 states: 

(a) Upon the request of a retail customer, or a person who presents verifiable 
authorization and is acting as the customer's agent, and payment of a 
reasonable fee, electric utilities shall provide to the customer or its authorized 
agent the customer's billing and usage data.  

(b) Upon request from any alternative retail electric supplier and payment of a 
reasonable fee, an electric utility serving retail customers in its service area 
shall make available generic information concerning the usage, load shape 
curve or other general characteristics of customers by rate classification. 
Provided how-ever, no customer specific billing, usage or load shape data 
shall be provided under this subsection unless authorization to provide such 

                                            
1 The City of Chicago, the Illinois Attorney General and the Environmental Law and Policy Center did 
not file Initial Comments. 
2The Illinois Attorney General filed its Reply comments on November 7, 2013. 
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information is provided by the customer pursuant to subsection (a) of this 
Section.  

(c) Upon request from a unit of local government and payment of a reasonable 
fee, an electric utility shall make available information concerning the usage, 
load shape curves, and other characteristics of customers by customer 
classification and location within the boundaries of the unit of local 
government, however, no customer specific billing, usage, or load shape data 
shall be provided under this subsection unless authorization to provide that 
information is provided by the customer.  

(d) All such customer information shall be made available in a timely fashion in 
an electronic format, if available. 

Section 16-108.6(d) provides in part that a participating utility’s AMI Plan is to secure 
the privacy of customer’s personal information. Section 16-108.6(d) describes “personal 
information” as “the customer’s name, address, telephone number, and other personally 
identifying information, as well as information about the customer’s electric usage” and requires 
electric utilities to secure the privacy of “personal information” as part of their Smart Grid 
Advanced Metering Infrastructure Deployment Plan. Section 16-108.6(d) prohibits the disclosure 
of such information by utilities for commercial purposes, except where authorized. 

III. THE PARTIES’ POSITIONS 

A. Staff’s Position 

[This Section Intentionally Left Blank] 

B. Ameren Illinois’ Position 

[This Section Intentionally Left Blank] 

C. City of Chicago’s Position 

[This Section Intentionally Left Blank] 

D. Citizen’s Utility Board’s Position 

[This Section Intentionally Left Blank] 

E. CNT Energy’s Position 

[This Section Intentionally Left Blank] 
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F. ComEd’s Position 

ComEd agrees with Staff’s Anonymous Data Protocol with respect to the release of 
aggregated, anonymous customer usage information.  ComEd states that this methodology 
provides the appropriate protection level for Illinois customers.  In addition to being more 
conservative and creating a greater degree of anonymity and consumer protection than a smaller 
grouping, the proposed rule of 30 customers has been strategically vetted for ComEd resource 
feasibility and is generally considered to be workable. 

 
ComEd believes that some of the disagreement among the parties over the appropriate 

size of the grouping of the customer information stems from confusion over the meaning of the 
term “aggregated” as used in the Commission’s Initiating Order and in the Staff Report.  ComEd 
has always understood that term to refer to individual customer information that was “grouped” 
according to zip code, rather than customer information that was summed up or added together in 
some fashion such that no individual customer information remained.  It asserts that this 
understanding finds support in both the Staff Report and the ICC Order.3  ComEd believes that 
the issue in this proceeding relates only to the release of data at the individual customer level and 
not to the release of customer information that has been added together or summed up in some 
fashion.  As such, it is the only issue that ComEd’s comments in this proceeding have addressed.  
ComEd does not believe that the latter issue need be or should be addressed in this proceeding 
and asks that the Commission’s order in this proceeding address the release of individual 
customer information.   

 
 ComEd asserts that a customer’s participation in the PTR or net metering programs 
impacts the production of the customer’s bill and, as such, is billing data.  Similarly, interval data 
(sequential blocks of time-specific data on the customer’s energy use) that is not used or needed 
to develop a bill for a customer is still usage data even if it is not billing data.  As such, it asserts, 
verifiable authorization from individual customers is required under the PUA before disclosure 
may occur.  ComEd states that the issue is what constitutes the appropriate level of customer 
authorization that must be obtained before a utility can release this customer specific billing and 
usage data regardless if the customer was acquired via “traditional” means where suppliers 
contacted customers individually via face to face, mailing or telemarketing or if the customer 
was acquired through the municipal aggregation opt-out, which means if they did not opt out of 
the municipal’s program, they were included in the aggregation program. 

 
ComEd has concerns about Staff’s recommendation that the Commission expressly allow 

an electric utility to disclose whether a customer is a participant in its PTR program or a net 
metering customer to an entity in possession of such customer’s account number.  ComEd notes 
that while this approach has the advantage of ease, the availability of a customer’s account 
                                            
3 On page 2 of the Staff Report, under the topic “Aggregated Customer Data,” Staff describes the data as “data at the 
individual customer level but without data identifying the customer to which the data corresponds.”  Similarly, at 
page 1 of the Order, the Commission describes the issue as “Utilities regularly receive requests from third parties for 
information that includes usage and billing data at the individual customer level but in such a manner that customer 
identities and billing data are not revealed.” 
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number is now much more widespread than it was historically.  It does not oppose Staff’s 
position, however.    

 
With respect to RES access to its customers’ interval data for non-billing purposes,  

ComEd generally supports Staff’s proposal regarding the level of authorization necessary to 
access customers’ interval data (obtain customer authorization for access either at the time of 
signing a customer up for service or else through a separate authorization in a form consistent 
with the Illinois Consumer Fraud Act requirements, and then affirmed to the utility through the 
direct access service request (DASR) process that it has necessary authorization) but believes 
that  there may be more efficient, streamlined methods for implementing this proposal rather 
than through the use of the DASR process.  It states that utilities should not bear the burden of 
physically receiving and reviewing written customer authorizations, nor be required to demand 
proof of individual customer authorization prior to releasing interval usage data to a RES.  
ComEd urges that the details of the implementation should be left to, and addressed, in future 
workshops.   

 
 ComEd does not believe that possession of an account number alone is sufficient 
evidence of customer authorization for RES access to its customers’ interval data in light of the 
highly detailed nature of AMI-enabled data.  It argues that because smart meters collect energy 
usage data at much shorter time intervals than historically, the granularity of this data merits the 
Commission’s careful consideration to ensure that the privacy of customers is protected.    
 

G. Environmental Law and Policy Center’s Position 

[This Section Intentionally Left Blank] 

H. Illinois Competitive Energy Association’s Position 

[This Section Intentionally Left Blank] 

I. People of the State of Illinois/Attorney General’s Office’s Position 

[This Section Intentionally Left Blank] 
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IV. COMMISSION ANALYSIS AND CONCLUSION 

As noted in the Staff Report, the deployment of AMI brings with it great potential for 
entirely new types of services and offerings and many of the reasons for requesting customer 
information appear to be in the public interest and to be consistent with the goals and objectives 
of the PUA.  (Staff Report at 1).  At the same time, the current law has specific prohibitions on 
the release of customer specific information, requiring a careful balance between protecting a 
customer's privacy and unlocking the full benefits of the smart meter infrastructure.  

 
Section 16-122 of the PUA addresses utilities’ obligations to disclose information about 

their customers’ use of electric utility services and imposes limitations on that disclosure. 220 
ILCS 5/16-122. Under Section 16-122(a), “electric utilities shall provide” to a requesting 
“customer or its authorized agent the customer’s billing and usage data.” 220 ILCS 5/16-122(a). 
However, in the absence of express authorization by the customer, Section 16-122(b) provides 
that a utility shall make available to retail electric suppliers (“RESs”) only “generic information 
concerning the usage, load shape curve or other general characteristics of customers by rate 
classification.” Subsection (b) also provides that “no customer specific billing, usage or load 
shape data shall be provided” unless specifically authorized by the customer. 220 ILCS 5/16-
122(b). Similarly, Section 16-122(c) requires the release to local governments of “available 
information concerning the usage, load shape curves, and other characteristics of customers by 
customer classification and location within the boundaries of the unit of local government,” but 
bars the release of “customer specific billing, usage, or load shape data” unless authorized by the 
customer 220 ILCS 5/16-122(c).  Other than the obligations to disclose information and the 
limitations on that disclosure, Section 16-122 does not set forth the situations or terms under 
which information may be disclosed by the utilities or authorized by the Commission.  That is 
one of the issues to be addressed by the Commission in this proceeding.  Similarly, Section 16-
108.6 of the PUA requires electric utilities to secure the privacy of “personal information” as part 
of their Smart Grid Advanced Metering Infrastructure Deployment Plan and prohibits the 
disclosure of such information by participating utilities for commercial purposes, except where 
authorized. 220 ILCS 5/16-108.6(d).  The PUA does not define “customer specific information.” 
However, Section 16-108.6 of the PUA defines “personal information” as “the customer’s name, 
address, telephone number, and other personally identifying information, as well as information 
about the customer’s electric usage.” 220 ILCS 5/16-108.6(d).  

 
The parties in this proceeding have explored the issues identified in the Staff Report in 

order to appropriately interpret the PUA as it relates to the dissemination of customer-specific 
information. The issues are: (1) the release of aggregated, anonymous customer usage 
information; and (2) the release of individual and specific information, including the 
identification of Peak Time Rebate and net metering customers and Retail Electric Supplier 
(“RES”) access to its customers’ interval data that is not used for the purposes of billing a 
customer.   
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A. The Release of Aggregated, Anonymous Customer Usage Information 
 
At the outset, the Commission wishes to clarify the nature or scope of this issue.  As 

described by ComEd and other parties, the Commission has understood the word “aggregated” as 
used by the Staff in its Report and the Commission in its “Order Initiating Proceeding” to refer to 
individual customer data grouped in certain sizes, and not to data that was summed up or added 
together in some fashion such that no individual customer data remained.  That is how this issue 
is addressed in this Order. 

 
The parties agree that Section 16-122 and Section 16-108.8 of the PUA do not prohibit 

the release of “aggregated, anonymous” customer usage information to the extent that the 
information is presented in a way that precludes someone from determining the usage 
characteristics or other personally identifying data of identifiable end users.  Information is not 
“customer specific” if it cannot be reasonably linked back to an identifiable customer.  The 
Commission concurs with the parties’ position, and finds that utilities are not prohibited from 
making such information available to third-parties without customer authorization.   

 
The Commission agrees that in order to protect personal and customer specific 

information from unauthorized disclosure, the electric utilities should establish and follow a 
defined Anonymous Data Protocol when receiving requests for data concerning the use of 
electric utility service at the individual customer level. The Protocol should be as follows: 

 
a) Except as specifically allowed or required by law, information containing a specific 

customer’s use of, or charges for, electric utility services that also identifies the customer 
will not be released absent the customer’s consent. 

 
b) Except as specifically allowed or required by law, information containing a specific 

customer’s payment(s) for electric utility services that also identifies the customer will 
not be released absent the customer’s consent. 

 
c) Except as specifically allowed or required by law, information containing an individual 

customer’s use of, charges for, or payments for electric utility service will only be 
provided without any customer identifiable information and in a manner that practically 
prevents the linkage of that data to the customer or to other customer specific information 
(such as an address). 

 
To accomplish this, data at the individual customer level should be provided 

anonymously: (a) for a geographic area no more granular than a five-digit zip code plus the first 
two to four additional zip digits (“zip+2-4”); and (b) only when that geographic area has at least 
30 customers of each type or class for which data is provided. 

 
In the event condition (b) is not met, the electric utility would provide the requesting 

party only data on the next higher zip code basis, subject to the same restriction. Should the 30 
customer condition still not be met, the electric utility should aggregate further using fewer digits 
of the zip code, and so on, until the condition is met. If the condition cannot be met at the five-
digit zip code level, no data for the impacted customers would be provided. Maintaining a 
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minimum 30-customer requirement ensures that the utilities and RESs are compliant with 
Section 16-122, as no customer-specific information would be divulged. 
 

B. B. Release of Individual and Specific Information - Identification of Peak Time 
 Rebate and Net Metering Customers and Retail Electric Supplier Access to 
 Customers’ Interval Data for Non-Billing  Purposes 

  
All data exchanges must be conducted in a manner that is cognizant of the prohibitions 

against the dissemination of "customer specific" billing and usage data and "personal 
information" noted in Sections 16-122 and 16-108.6.  The Commission finds that a customer’s 
participation in the PTR or net metering programs impacts the production of the customer’s bill 
and, as such, is billing data.  Similarly, interval data (sequential blocks of time-specific data on 
the customer’s energy use) that is not used or needed to develop a bill for a customer is still 
usage data even if it is not billing data.  As such, verifiable authorization from individual 
customers is required under the PUA before disclosure may occur. 

 
  The issue then is what constitutes the appropriate level of customer authorization that 

must be obtained before a utility can release this customer specific billing and usage data.  The 
Commission adopts Staff’s recommendation that possession of an account number be considered 
customer consent to receive “certain information” about such customer’s account, including 
whether the customer is a PTR or net metering customer, or a participant in any supply related or 
demand response program offered by the utility.  Similar to the electric utilities currently 
releasing certain characteristics of a class or group of customers, Staff urges that the electric 
utilities should not be barred from identifying whether a customer is a participant in the utility’s 
Peak Time Rebate (PTR) program. For example, RESs are able to check whether a customer is 
on the utility’s space heat rate, whether a small commercial retail customer consumes less than 
15,000 kWh annually, whether a customer lives in a single family or multi-family home, and so 
on.   

 
The Commission agrees that the electric utilities should not be required to provide lists of 

customers that possess one or more of the above mentioned characteristics, as this would 
contravene Section 16-122. For example, outside of the requirements pursuant to Section 1-92 of 
the IPA Act (municipal aggregation) the utility should not be required to provide RESs with a list 
of customers that are on the space heat rate or with a list of customers that participate in the 
utility’s PTR program. 

 
With respect to RES access to its customers’ interval data for non-billing purposes, the 

Commission is aware that its decision has critical implications.  Because smart meters collect 
energy usage data at much shorter time intervals than historically, the granularity of this data 
merits the Commission’s careful consideration to ensure that the privacy of customers is 
protected.       

 
The Commission declines to accept ICEA’s position that the customer authorization 

requirements of Sections 16-122 and 16-108.6 are met if an RES has “proper authorization” in 
the form of the customer’s account number and/or a customer supply contract.  ICEA reasons 
that the Commission should deem the historic practice of submitting the customer’s account 
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number to the utility’s web site to satisfy the statutory requirement of “verifiable authorization.”  
The Commission rejects ICEA claim that it is seeking the “same” customer usage data for 
residential and small commercial customers that has historically been recorded by standard 
meters, only now that data will be recorded using interval recording smart meters.  ICEA’s 
position fails to acknowledge that because smart meters collect energy usage data at much 
shorter time intervals than in the past, the information they collect can reveal much more detailed 
information about the activities within a dwelling or other premises than was available in the 
past, including knowledge about specific equipment usage or other internal home/business 
processes.  Moreover, ICEA’s position fails to take into account the municipal aggregation 
context where customers do not provide affirmative consent.  Until late 2010, customers were 
acquired by RES via “traditional” means where suppliers contacted customers via face to face, 
mailing or telemarketing.  Those traditionally acquired customers provided an affirmative 
consent to the release of their account number to their supplier.  In municipal aggregation, a 
majority of the customers with a supplier are acquired via the municipal aggregation “opt out” 
process, which means if the customers did not affirmatively opt out of the municipal’s program, 
they are in the program.  For these reasons, the Commission does not find that possession of an 
account number and/or a customer supply contract alone to be sufficient evidence of customer 
authorization to access highly detailed AMI-enabled data.     

 
Staff asserts that RESs should obtain customer authorization for access to this 

information through initial signup (and the Commission should require RESs to prominently 
disclose authorization for same) or separate verifiable authorization consistent with Section 2EE 
of the Consumer Fraud and Deceptive Practices Act.  Staff then proposes that the RES would 
certify to the utilities that they had obtained such authorization through the development of a 
new step in the DASR process.  The Commission supports Staff’s proposal regarding the level of 
authorization necessary to access customers’ interval data, but prefers that the parties come 
together collaboratively to devise the most efficient method for implementing this result in future 
workshops.  This method should address utilities’ concern that they not bear the burden of 
interpreting the scope of consent obtained by suppliers, including physically receiving and 
reviewing written customer authorizations, or be required to demand proof of individual 
customer authorization prior to releasing interval usage data to a RES.   

 
Whatever method is agreed upon, it must be clear that the responsibility to obtain these 

customer authorizations rests solely with the RES, and that the RES should be required to 
separately and affirmatively acknowledge to the utility that it has proper customer authorization.   
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V. FINDINGS AND ORDERING PARAGRAPHS 

The Commission, having given due consideration to the entire record herein and being 
fully advised in the premises, is of the opinion and finds that: 

(1) the Commission has jurisdiction over the parties and the subject matter herein;  

(2) Section 16-122 and Section 16-108.8 of the PUA do not prohibit the release of 
customer usage information to the extent that the information is presented in a 
way that precludes someone from determining the usage characteristics or other 
personally identifying data of identifiable end users.  Utilities are not prohibited 
from making such information available to third-parties without customer 
authorization if they follow the defined Anonymous Data Protocol described 
herein;  

(3) All exchanges of customer specific data must be conducted in a manner that is 
cognizant of the prohibitions against the dissemination of "customer specific" 
billing and usage data and "personal information" noted in Sections 16-122 and 
16-108.6;   

(4) Sections 16-122 and 16-108.6 require verifiable authorization from individual 
customers before disclosure may occur regarding a customer’s participation in the 
PTR or net metering programs, and the disclosure of  interval data (sequential 
blocks of time-specific data on the customer’s energy use);  

(5) Possession of an account number may be considered customer consent to receive 
certain information about such customer’s account, including whether the 
customer is a PTR or net metering customer, or a participant in any supply related 
or demand response program offered by the utility; 

(6) Sections 16-122 and 16-108.6 require RESs to obtain customer authorization for 
access to AMI interval usage data through initial signup or separate verifiable 
authorization consistent with Section 2EE of the Consumer Fraud and Deceptive 
Practices Act.  The responsibility to obtain these customer authorizations rests 
solely with the RES, and that the RES should be required to separately and 
affirmatively acknowledge to the utility that it has proper customer authorization.  
The Commission directs the parties to come together collaboratively to devise the 
most efficient method for achieving this result in future workshops.     

IT IS THEREFORE ORDERED by the Illinois Commerce Commission that this 
investigation on the applicability of Sections 16-122 and 16-108.6 of the Public Utilities Act 
pertaining to the release of customer-specific information by electric utilities is concluded. 

IT IS FURTHER ORDERED that all motions, petitions, objections, and other matters in 
this proceeding which remain unresolved are to be disposed of in a manner consistent with the 
conclusions herein. 
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IT IS FURTHER ORDERED that, subject to the provisions of Section 10-113 of the 
Public Utilities Act and 83 Ill. Adm. Code 200.880, this Order is final; it is not subject to the 
Administrative Review Law. 

 By Order of the Commission this ___ day of ___________, 2013. 
 
      (SIGNED) DOUGLAS SCOTT 

        Chairman 
 

***** 

WHEREFORE, ComEd respectfully requests that its Draft Proposed Order as submitted 

herein be adopted, and that the Commission grant any and all other appropriate relief. 

 
Dated: November 19, 2013 Respectfully submitted, 

COMMONWEALTH EDISON COMPANY 
 
 
By:       
 One of its attorneys 
 

Thomas S. O’Neill 
Senior Vice President, Regulatory and 
Energy Policy and General Counsel 
Commonwealth Edison Company 
440 South LaSalle Street, Suite 3300 
Chicago, Illinois 60603 
(312) 394-7205 
thomas.oneill@comed.com 
 
Thomas J. Russell 
10 S. Dearborn Street 
Suite 4900 
Chicago, Illinois  60603 
thomas.russell@exeloncorp.com 
(312) 394-5400 

E. Glenn Rippie 
Jacqueline M. Vidmar 
Kenyatta Beverly 
Rooney Rippie & Ratnaswamy LLP 
350 W. Hubbard Street 
Suite 600 
Chicago, Illinois 60654 
(312) 447-2800 
glenn.rippie@r3law.com 
jacqueline.vidmar@r3law.com 
kenyatta.beverly@r3law.com 

Counsel for Commonwealth Edison Company 
 



CERTIFICATE OF SERVICE 
 

 I, E. Glenn Rippie, an attorney, hereby certify that I caused a copy of the Draft Proposed 

Order to be served upon all parties on the service list in Docket No. 13-0506 by electronic mail 

on November 19, 2013. 

________________________________ 
E. Glenn Rippie 
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