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Commonwealth Edison Company (“ComEd”) submits these Verified Surreply Comments 

(“Comments”) to the Illinois Commerce Commission (the “Commission”), pursuant to the 

September 25, 2013 Order of the Administrative Law Judge (“ALJ”).  Reply Comments were 

submitted by ComEd, the Staff of the Illinois Commerce Commission (“Staff”), the Citizens 

Utility Board (“CUB”), Ameren Illinois Company (“Ameren”), the Illinois Competitive Energy 

Association (“ICEA”), CNT Energy (“CNT”), the City of Chicago (the “City”), the 

Environmental Law and Policy Center ( “ELPC”) and the Illinois Attorney General’s Office (the 

“AG”)(collectively, the “Parties”).  These Surreply Comments are verified by John Hepokoski, 

who is competent to testify as to the facts to which he attests. 

I. Release of Aggregated,1 Anonymous Customer Usage Information 

The Parties agree that Sections 16-122 and 16-108.6 of the Public Utilities Act permit a 

utility to provide information containing an individual customer’s billing and usage data for 

electric utility service without any customer identifiable information and in a manner that 

practically prevents the linkage of that data to the customer or to other customer specific 

                                                 
1 While referred to as “aggregated,” in fact the information at issue is that of individual customers who are 

located within some defined geographic area or zip code. 
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information, such as an address.  None of the Parties disagree that the Anonymous Data Protocol 

(“ADP”) described in the Initial Comments of Staff (Staff Init. Comments at 6) and ComEd 

(ComEd Init. Comments at 5-6) fulfills the obligation to protect the privacy of customers’ 

personal energy information.2  Rather, some of the Parties urge the Commission to adopt a 

flexible standard (ELPC at 2) or a smaller numerical grouping (CUB, CNT and the City).   

At least some of the disagreement among the Parties over the appropriate size of the 

grouping of the customer information stems from confusion over the meaning of the term 

“aggregated” as used in the Commission’s Order Initiating Proceeding (“Order”) and in the Staff 

Report.  ComEd has always understood that term, in the context of this proceeding, to refer to 

individual customer information that was “grouped” according to zip code.  ComEd has never 

understood the term, in the context of this proceeding, to refer to customer information that was 

summed up or added together in some fashion such that no individual customer information 

remained, as several Parties have argued.  This understanding finds support in both the Staff 

Report and the ICC Order.  On page 2 of the Staff Report, under the topic “Aggregated Customer 

Data,” Staff describes the data as “data at the individual customer level but without data 

identifying the customer to which the data corresponds.”  Similarly, at page 1 of the Order, the 

Commission describes the issue as “Utilities regularly receive requests from third parties for 

information that includes usage and billing data at the individual customer level but in such a 

manner that customer identities and billing data are not revealed.”  

                                                 
2Under the ADP, a utility may provide data anonymously at the individual customer level (a) for a 

geographic area no more granular than a five-digit zip code plus the first two to four additional zip digits (“zip+2-4”) 
and (b) only when that geographic area has at least 30 customers of each type or class for which data is provided.  In 
the event condition (b) is not met, the utility would provide the requester only data on the next higher zip code basis, 
subject to the same restriction.  Should the 30 customer condition still not be met, the utility will aggregate further 
using fewer digits of the zip code, and so on, until the condition is met.   If the condition cannot be met at the five-
digit zip code level, no data past the five-digit zip code threshold for the requested customers would be provided.  
ComEd Init. Comments, Att. 1.   
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ComEd believes that the issue in this proceeding relates only to the release of data at the 

individual customer level and not to the release of customer information that has been added 

together or summed up in some fashion.  That is the only issue that ComEd’s comments in this 

proceeding have addressed.  ComEd does not believe that the latter issue need be or should be 

addressed in this proceeding.  The Commission’s order in this proceeding should be clear that it 

is only addressing the release of individual customer information. 

Still, several Parties do recommend that de-identified data at the individual customer 

level be provided in groupings smaller than 30.  ComEd recognizes, as CUB points out, that 

other states have adopted a “15/15” rule (CUB Reply Comments at 7-8).  ComEd understands 

the need for the data as well as the competitive nature of the Illinois market, which naturally 

leads parties to seek more granular information to further their competitive advantage.  Other 

states which have adopted the “15/15” rule (Colorado and California) do not have retail 

competition.  So, it is likely that there are fewer parties seeking data in those states at a lower 

frequency than in a competitive state. Therefore, the appropriate customer grouping level must 

be carefully considered given the differences in the market structure, and tailored for the 

environment in which it is used.    

ComEd was aware of this methodology when it developed the 30 customer group 

approach.  However, ComEd believes that its proposed rule of 30 customers provides very 

similar, useful anonymous customer usage data for appropriate use by third parties, while 

providing more protection against the possibility of identifying any individual customer within 

the group. In addition to creating a greater degree of anonymity and consumer protection than 

what the “15/15” rule offers, ComEd’s proposed rule of 30 customers has been vetted for ComEd 

resource feasibility and is generally considered to be operationally workable.  It should be noted 
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that while the “15/15” rule’s requirement to cluster customers in groups of not less than 15 

customers for any given region may be similar to the proposed rule of 30 customers, its 

secondary requirement to remove a customer from regional samples when such customer’s total 

usage is at or above 15% of the total usage within the sample may become resourcefully 

burdensome to ComEd, which may indeed result in greater costs to employ the “15/15” data 

extraction methodology.  Additionally, ComEd has concerns with respect to CNT’s proposal to 

reduce the groupings to 5 meters as well as to the City’s proposal to reduce the groupings to 4 

customers.3  Simple probabilities suggest that as the number of customers being grouped gets 

reduced, the easier it becomes for those customers’ identity to be exposed.  ComEd’s proposal 

provides the appropriate protection level for Illinois customers. 

CNT makes an additional proposal for encoding the data and merging it with other 

databases.  However, this proposal goes well beyond the issues in this proceeding.  Essentially, 

the proposal is for ComEd or an authorized third party to facilitate the marriage of two or more 

individual customer data bases on a premises-by-premises basis.  As CNT indicates, this could 

be performed entirely by ComEd because there would be no issue regarding the release of 

customer specific or identifiable information.  Indeed, ComEd has facilitated the production of 

such data bases in the past.    However, CNT’s suggestion  that either ComEd or the ICC could 

contract with a third party to perform the service is correct assuming the third party is a true 

agent of ComEd who could legitimately be provided  the data.  If that third party is not a ComEd 

agent, then that party is no different from any other third party and the issue is the same as that 

under consideration in this proceeding, i.e.  under what circumstances can ComEd provide a 

third party information at the individual customer level.  Encoding does not answer those 

                                                 
3 CNT Energy’s Verified Reply Comments at 15, City’s Verified Reply Comments at 23.  
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questions; it is just a method for de-identifying data.  It does not address the relevant issues 

regarding what data needs to be encoded and how many customers can be included in any 

encoded grouping. 

II. The Release of Individual and Specific Information: Identification of Peak Time 
Rebate and Net Metering Customers, and RES Access to its Customers’ Interval 
Data for Non-Billing Purposes 

All of the Parties who address individual and customer specific information in their 

Reply Comments agree that the law requires customer authorization for its release to a RES.  It is 

Staff’s recommendation that possession of an account number be considered customer consent to 

receive “certain information” about such customer’s account, including whether the customer is 

a PTR or net metering customer, or a participant in any supply related or demand response 

program offered by the utility.  See Staff’s Response to Commonwealth Edison Company’s First 

Set of Data Requests, 1.01, Att. 1 to ComEd Reply Comments.  As stated previously, ComEd has 

concerns about expanding the universe of information that is available to any entity in possession 

of a customer’s account number, but does not otherwise oppose Staff’s position.4   

What must be considered in this expanding universe of information is the means by 

which customers and customer information are acquired.  Until late 2010, customers were 

acquired via “traditional” means where suppliers contacted customers individually via face to 

face, mailing or telemarketing.  Those traditionally acquired customers provided an affirmative 

consent to the release of their account number to a supplier.  However, with the advent of the 

municipal aggregation market, the majority of residential customers with a competitive supplier 

                                                 
4 On November 6, 2013, the Commission issued its First Notice Order in Docket No. 12-0456, which are 

the rules governing municipal aggregation programs.  Section 470.110 of those proposed rules contain provisions 
regarding the receipt, use and destruction of customer information that a RES obtains pursuant to being a supplier in 
a municipal aggregation program.  ComEd understands that any decision herein allowing a RES access to PTR or 
net metering information about a customer solely because it possesses a customer’s account number from 
participation in a municipal aggregation program would be subject to those rules.  
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have been acquired via the municipal aggregation “opt out” process, which means if they did not 

opt out of the municipal’s program, they were included in the aggregation.  Essentially, no action 

by the customer means they are now a supplier’s customer.  This is quite different than a 

customer providing their affirmative consent.  Indeed, the requirements under Section 16-115A 

of the PUA addresses authorization required to switch a customer, while Section 16-122 

addresses authorization to release data to authorized third parties.  Further, caution must be 

exercised to ensure a governmental entity, by its agreement with the winning supplier, does not 

allow the governmental entity to sign away a customer’s right to consent to the release of its 

individual and customer specific information, particularly where it is not needed to provide 

service.  For example, where a fixed monthly per kilowatt-hour supply price is approved and no 

demand response program is included, all that is required to discharge the program and for 

billing purposes are the monthly total kilowatt-hours for each customer that have been 

traditionally provided.  It is entirely unclear what purpose would be served by providing RESs 

supplying such government aggregation programs with access to customers’ interval usage data. 

Staff recommends that RESs should obtain customer authorization for access to 

customers’ interval data for non-billing purposes through initial signup (and the Commission 

should require RESs to prominently disclose authorization for same) or separate verifiable 

authorization consistent with Section 2EE of the Consumer Fraud and Deceptive Business 

Practices Act.  Staff would not require the utilities to review these authorizations, but would 

instead add a new step to the direct access service request (DASR) process where the RES would 

certify or warrant that it had obtained the necessary authorization.  ComEd generally supports 

Staff’s proposal regarding the level of authorization necessary to access customers’ interval data, 

but believes that there may be more efficient methods for implementing the second step of 
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Staff’s proposal, the details of which should be addressed in future workshops.5  Certainly, 

utilities should not bear the burden of interpreting the scope of consent obtained by suppliers, 

including physically receiving and reviewing written customer authorizations, or be required to 

demand proof of individual customer authorization prior to releasing interval usage data to a 

RES.   

ICEA asserts that the customer authorization requirements of Sections 16-122 and 16-

108.6 are met if a RES has “proper authorization” in the form of the customer’s account number 

and/or a customer supply contract.  ICEA reasons that the Commission should deem the historic 

practice of submitting the customer’s account number to the utility’s web site to satisfy the 

statutory requirement of “verifiable authorization.”  ICEA urges this practice to cover access to 

the identification of peak time rebate and net metering customers, and RES access to customers’ 

and non-customers’ interval data for non-billing purposes.   

ICEA’s position should be rejected for several reasons.  First, that position ignores the 

whole history of open access and the information that has historically been provided to RES and 

other third parties.  As ComEd set out at length in its Initial Comments, the possession of an 

account number or an LOA has never been deemed to authorize a RES to access to all the 

customer information the ComEd possesses that could arguably be referred to as billing or usage 

data.  Since the beginning of open access it has been recognized and accepted that it is not good 

policy to require the utilities to review and interpret millions of contracts to determine the 

information to which customer has authorized a RES to have access.  Such a process would 

simply lead to endless disputes and litigation.  Instead, RESs with an account number or an LOA 

                                                 
5 Such workshops could address, among other alternatives, Ameren’s proposal to add a layer of "security" 

to each utility's website for residential data, including requiring a registered RES to use a secure log-in ID for web 
access and/or requiring a pop-up window acknowledgement by a RES that they have customer approval for access 
to interval data (Ameren Reply Comments at 4). 
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were deemed to have authorization to a certain subset of available information.  In general, this 

subset consisted of the information that the RES needed to provide the service it was authorized 

by the customer to provide to it. Thus, while the interval data at issue here is arguably usage 

data, since access to it is not needed to provide service to the RES’ customer, it has never before 

been made available to the RES.  Before access is provided, there needs to be greater certainty 

that the customer has authorized access to this specific information, if indeed the customer even 

realizes it is available to be disclosed.  Staff’s proposal addresses this concern appropriately. 

Second, ICEA’s argument ignores municipal aggregation.  That process has become the 

dominant means by which RESs have acquired residential customers.  Signed LOAs are not 

required and do not appear to be used to any great extent in the municipal aggregation context. 

Nevertheless, ICEA supports its position by arguing that by not rejecting a supplier’s terms and 

conditions contained within an aggregation program, the customer has provided their consent for 

a RES to access the customer’s usage information.  See ICEA’s Response to Commonwealth 

Edison Company’s First Set of Data Requests, 1.01, Attachment 1 hereto.  Seemingly this 

includes non-billing usage data.  This proposal is yet another step removed from actually 

obtaining verifiable authorization from a customer.  If ever appropriate, it does not seem to be so 

in the context of such highly sensitive information as interval data.  For reasons discussed in its 

Initial and Reply Comments, ComEd disagrees with ICEA’s position regarding access to interval 

usage data.   

ICEA claims to be seeking the “same” customer usage data for residential and small 

commercial customers that has historically been recorded by standard meters, only now that data 

will be recorded using interval measuring smart meters.  ICEA’s position fails to acknowledge 

that because smart meters collect energy usage data at much shorter time intervals than what was 
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previously available from monthly total kilowatt-hour readings in the past, the information they 

collect can reveal much more detailed and personal information about the activities within a 

dwelling or other premises, including knowledge about specific equipment usage or other 

internal home/business processes. Given that such an unprecedented volume of granular electric 

consumption data will become available due to mass deployment of AMI meters within 

ComEd’s service territory, ComEd’s position is to be mindful of the distinction and associated 

implications behind historically provided usage data and AMI metered customer usage data. 

Further, it is unclear if a supplier, either via the traditionally acquired customer or the municipal 

opt out process, makes a customer aware of the type of data the supplier intends to access with 

the customer’s account number in this expanded data environment.  ICEA’s own Reply 

Comments recognize the vast difference in the interval data produced by smart meters:  

The installation of smart meters has created and produced residential and small 
commercial usage interval and billing data that was previously non-existent. 
These previously unavailable types of data are vital to ARES' product 
development because this type of detailed, actual, usage data will allow ICEA 
members to develop time-of-use ("TOU") and other dynamic pricing products 
based on customers' historical interval usage…. [A] usage report based on I5-
minute interval data could inform a customer exactly how much energy was used 
in watching 15 minutes of television, running a dishwasher, or using the washer 
and dryer to do laundry. Perhaps more importantly to customers, this level of 
granularity in usage data can also inform customers of the exact cost of such 
activities and ultimately give customers more control over their energy usage and 
energy bills if the customer chooses a TOU or dynamic pricing product.   

 

ICEA Init. Comments at 4-5.  ComEd emphatically supports protection of such 

customers’ information, especially in the municipal aggregation context, in which 

residential customers may not even be aware that such data is accessible to third parties.  

In the municipal aggregation world, a customer may never sign a contract or agreement 

with a RES; rather, a contract for supply is signed between the RES and the municipality, 
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and the notification sent to an individual customer only requires customer action if the 

customer decides to opt out.  The Commission should take great care in overseeing this 

aspect of the retail market, as AMI metering coupled with opt-out governmental 

aggregation programs pose new questions with respect to data access and privacy.  

ComEd does not believe that possession of an account number alone is sufficient 

evidence of customer authorization in light of the highly detailed nature of AMI-enabled 

data. 6     

While the City raises a number of arguments about dissemination of customer 

information, ComEd understands that their concern largely, if not entirely related to the release 

of data that was added or summed together and not individual customer data.  As set out above, 

ComEd does not believe that the issue of what information can be summed or added together 

before it can be provided to a third party is a proper issue in this proceeding.  Thus, ComEd does 

not take a position on that issue in this proceeding. 

  

                                                 
6 Concerns such as these have motivated national organizations, such as the National Institute of Standards 

and Technology (NIST), the North American Energy Standards Board (NAESB) and the Department of Energy 
(DOE), to propose the need for the development of policies and frameworks to safeguard customer privacy in a 
smart grid/smart meter environment. 
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