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STATE OF ILLINOIS 

ILLINOIS COMMERCE COMMISSION 

 

 

Illinois Commerce Commission,  ) 

On Its Own Motion    ) 

      ) 

Investigation of Applicability of  )  ICC Docket No. 13-0506 

Sections 16-122 and 16-108.6 of the  ) 

Public Utilities Act    ) 

 

 

CNT ENERGY’S SURREPLY VERIFIED COMMENTS 

 

I. INTRODUCTION AND BACKGROUND 

CNT Energy respectfully submits these surreply comments on the applicability of Sections 16-

122 and 16-108.6 of the Public Utilities Act, which related to the release of customers’ personal 

information by electric utilities, in accordance with the Administrative Law Judge’s September 

25, 2013 Notice of Continuance of Hearing and Notice of Schedule. 

 

The Commission’s Initiating Order states that “utilities regularly receive requests from third 

parties for information that includes usage and billing data at the individual customer level but in 

such a manner that customer identities and billing data are not revealed.”  Initiating Order at 1.  

The Initiating Order asked parties to explore the issues laid out in Staff’s August 30, 2013 

Report, which are:    

 Release of aggregated, anonymous customer usage information; 

 Release of individual and specific information 

o Identification of Peak Time Rebate and net metering customers 

o RES access to its customers’ interval data for non-billing purposes. Initiating 

Order at 2; Staff Report at 3. 
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On October 15, 2013, Simultaneous Initial Verified Comments were submitted by the Staff of 

the Illinois Commerce Commission (Staff), Ameren Illinois (Ameren), the Citizens Utility Board 

(CUB), Commonwealth Edison (ComEd), the Illinois Competitive Energy Association (ICEA), 

and CNT Energy to address these issues.  On November 5, 2013, Simultaneous Reply Verified 

Comments were submitted by Staff, Ameren, the City of Chicago (City), ComEd, CUB, the 

Environmental Law & Policy Center (ELPC), the Illinois Competitive Energy Association 

(ICEA), the People of the State of Illinois (AG or Attorney General’s Office), and CNT Energy.  

CNT Energy’s surreply comments are below. 

 

II. LEGAL COMMENTS  

CNT Energy asserts that the provisions of Section 16-122 of the Public Utilities Act (PUA) are a 

non-exclusive list of situations in which the utility must provide data to certain third-parties that 

was created in the context of that initiating retail electric competition in Illinois.  CNT Energy 

Initial Comments at 4.  Interpreting the list as an exclusive list of situations when data may be 

exchanged would eliminate important benefits created by the Energy Infrastructure 

Modernization Act, AMI meters, and the smart grid.   

 

The Attorney General’s Office is incorrect in their assertion that this view would ‘passively 

authorize any requests for customer information not mentioned in the statute.” AG Reply 

Comments at 4.  Staff is also incorrect in its argument that CNT Energy’s view would lead to an 

“absurd result,” making “some entity who is not acting as an agent for a customer… entitled to a 

customer’s information.”  Staff Reply Comments at 4.  Instead, CNT Energy’s interpretation of 
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the statute would make any requests for customer information not explicitly mentioned in 

Section 16-122 subject to Section 16-108.6 and the Consumer Fraud and Deceptive Business 

Practices Act.  Section 16-108.6 imposes significant limits on the release of personal 

information, including the provision that the AMI plans “secure the privacy of the customer’s 

personal information,” defined as including “customer’s name, address, telephone number, and 

other personally identifying information, as well as information about the customer’s electric 

usage.”  220 ILCS 5/16-108.6.  Indeed, all of CNT Energy’s comments in this proceeding have 

sought to provide a practical description of the uses for this information, the effect of the 

limitations in Section 108.6, and ways to treat the information so that these limitations are 

adhered to while still allowing meaningful analysis and research to improve the energy 

efficiency and dynamic pricing programs that will bring the smart grid’s benefits to Illinois 

customers.   

 

III. THE COMMISSIONS ORDER MUST INCLUDE CLEAR DEFINITIONS 

 

The issues in this proceeding are complicated, abstract, and difficult to visualize.  Consequently, 

a common vocabulary is needed to ensure that the Commission’s decision will be clear and easy 

to implement.  CNT Energy agrees with the City that the Commission should explicitly interpret 

the terms it uses in its Order to avoid chilling permissible data sharing and “should clarify the 

distinction between ‘aggregated’ and ‘anonymous’ data.”  City Reply Comments at 5, 11.  We 

also support the definitions recommended in the City’s reply comments because they include all 

of the terms needed to create a precise and comprehensive decision in this docket. City Reply 

Comments at 5-8.  The City’s suggested definitions for ‘aggregated’ data matches the definition 

that CNT Energy has used throughout its comments.  City Reply Comments at 7-8; CNT Energy 
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Reply Comments at 3.  In addition, the City’s suggested definition of ‘anonymous’ data is 

equivalent to the ‘de-identified’ data that CNT Energy has discussed in its comments.  City 

Reply Comments at 8; CNT Energy Reply Comments at 4. 

 

IV. SCOPE OF COMMISSION DECISION 

 

As noted by several parties, the use of the term ‘aggregation’ in Staff’s original report and, 

subsequently, in the Initiating Order has created some confusion as to the scope of the 

Commission’s decision in this proceeding.  City Reply Comments at 9-11; CNT Energy Reply 

Comments at 3-4; ComEd Reply Comments at 1.  CNT Energy agrees with CUB and ICEA that 

the Commission’s decision in this proceeding should not interfere with the release of customer-

identified data to a third-party where the customer has authorized that release.  CUB at 2; ICEA 

Initial Comments at 3. 

 

CNT Energy believes that ‘aggregated’ data, as that term is defined in our reply comments, is 

also outside the scope of this proceeding.  Several parties’ comments indicate that aggregated 

data (as it is defined in the City and CNT Energy’s reply comments), is outside the scope of this 

proceeding because the term ‘aggregated’ as it was used in the Staff Report and Initiating Order 

was intended to mean ‘anonymous’ or ‘de-identified’ individual customer data.  See City Reply 

Comments at 10; ComEd Reply Comments at 1 (footnote 1); CNT Energy Reply Comments at 

3-4; CUB Reply Comments at 6.  ComEd’s reply comments indicate that it has never considered 

‘aggregated data’ as it is now defined by parties – as the sum of multiple customers’ energy use – 

to be within the scope of this proceeding, noting that “in fact the information at issue is that of 

individual customers who are located within some defined geographic area or zip code.”  ComEd 



5 
 

Reply Comments at 1 (footnote 1).  Similarly, “CUB understands all parties to have used the 

word ‘aggregated’ to mean a compiled set of individual usage data, as opposed to say, one 

summed set of usage data.”  CUB Reply Comments at 6.  The City, too, argues that aggregated 

data should not be the subject of the Commission’s decision here, noting “the Commission 

should clarify that its interpretation of Sections 16-122 and 16-108.6 with respect to ‘aggregated 

data’ apply only to data that is grouped together across individual customers.”  City Reply 

Comments at 10. 

 

Parties have given numerous policy reasons to avoid restricting access to aggregated data, which 

is critical to the operation of existing energy efficiency programs and compliance with an 

existing City ordinance. City Reply Comments at 16-19; CNT Energy Reply Comments at 6-9.  

For these reasons, CNT Energy recommends that the Commission either (1) decide that utilities 

may release aggregated data, so long as the aggregation sums the data of 4 or more customers, or 

(2) make no decision related to aggregated data, determining that it is outside the scope of this 

docket and leaving the status quo in place.  The second option would not prevent parties or the 

Commission from making a ruling on the release of aggregated at some later time, should 

circumstances makes it necessary. 

 

V. ANONYMOUS, OR DE-IDENTIFIED, INDIVIDUAL CUSTOMER DATA 

 

This proceeding is about the release of individual customers’ data.  CNT Energy supports the 

release of de-identified (i.e., ‘anonymous’) energy use data that cannot be reasonably traced back 

to a particular customer.  To prevent this tracing, parties have put forth a number of proposals to 

make this data anonymous by removing personal information and, if any geographic information 
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such as zip code is released with the data, requiring that it place the customer within a group of a 

certain minimum number of customers, so that it would be impossible to tell exactly where any 

particular customer is located.  ComEd Initial Comments at 5-6; CUB Reply Comments at 5,7; 

Staff Initial Comments at 6. 

 

CNT Energy supports the release of anonymous, de-identified individual customer usage data.  

We agree with the City that, once personal information is removed to make the data anonymous, 

“there should be no further requirement that the geographic area in which the customer resides 

contain any particular number of customers.”  City Reply Comments at 22.  We would point out 

that zip codes themselves are not strictly geographic, and so do not necessarily provide 

information that would place a customer in a particular place.  However, we understand parties’ 

interest in placing some restrictions on geographic information.  We agree with the City that, “if 

the Commission finds that any geographic restriction is necessary, data should be considered 

sufficiently anonymized when the customer to whom the data relates resides in a given 

geographic area with at least three other members of the same delivery class.  This four or more 

requirement is based on the logic of disrupting any ‘reverse engineering’ to ascertain a single, 

identified, customer’s ‘customer specific information’ and past practice from ComEd’s EUDS.”  

City Reply Comments at 23.  In our reply comments, CNT Energy supported a minimum group 

size of five because it matches the multifamily housing industry’s definition of a multifamily 

building as having five or more units.  CNT Energy Reply Comments at 12.  On further 

reflection, however, setting a minimum group size of four provides an equivalent amount of 

privacy protection, is small enough to avoid conflict with multifamily industry or Census data 
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definitions, and fits with ComEd’s EUDS system.  Consequently, we think four is a better 

choice. 

 

VI. USING ENCRYPTION AND PROXIES TO PREVENT THE RELEASE OF 

PERSONAL INFORMATION 

 

CNT Energy urges the Commission to explicitly state that its decision in this docket does not 

preclude the use of proxies or encryption to prevent the release of personal information.  

Stripping individual customers’ data of its personal information is not the only way to prevent 

the release of that personal information.  By substituting a random proxy for a piece of customer-

specific information, the utility can avoid ‘releasing’ personal information at all, but still allow 

certain data-analysis functions to proceed, as described below.  Similarly, if personal information 

were encrypted using a method that prevents the third-party recipient from decrypting the 

information, then the personal information itself would also not be released, but important 

analysis of the associated energy usage data could still go forward. A method of perform this 

encryption, called public-key encryption, is currently available and is described below.   

 

Staff and the Attorney General’s office are both concerned that CNT Energy’s desire to merge 

individual customer energy use data with public datasets, such as housing characteristics data, 

would constitute an unlawful release of the address information needed to merge the two 

datasets.  Staff Reply Comments at 3-4; AG Reply Comments at 5.  Both parties insist that the 

legislative language does not allow for release of the address information.  However, it may be 

possible to complete a merger between these datasets without ‘releasing’ the address at all, by 

using proxies for the addresses or using encryption software to encrypt the address in a way that 

only the utility can decrypt. 
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A. Using Proxies to Prevent the Release of Personal Information 

 

CNT Energy agrees with the City that “the Commission should also consider the use of 

‘proxies,’ or methods to swap ‘customer specific’ information with unique identifiers that would 

protect customer privacy while allowing for full utilization of useful and granular data.”  City 

Reply Comments at 14, 21 (footnote 5).  CUB, in its Initial Comments, also seems to 

contemplate the use of proxies, noting that released data could include a “designation for each 

customer within that group…”  CUB Initial Comments at 9.  A proxy technique would be useful 

to perform several important data analysis functions without releasing any personal information, 

including creating a time series and merging individual customer energy use data with Census 

data.   

 

A proxy is a randomly assigned identifier that has no relation to the underlying personal 

information, but still identifies the associated usage data as belonging to a unique, but 

anonymous, individual.  For example, “Customer A” could be used as a proxy for an account 

number or address.  Attachment 1 (Creating a Time Series) describes how proxy identifiers (ID 

numbers) could be used to facilitate the creation of a time series of individual customer energy 

usage data from several datasets that cover shorter time periods, by allowing the analyst to 

accurately match data from the same individual customers from each dataset, without identifying 

any particular customer.  In this situation, the data would only be released by the utility after the 

completion of step three, which deletes all remaining personal information.  Attachment 2 

(Merging Usage Data with Census Data) describes how proxy ID numbers could be used to 

facilitate the merger of individual customers’ usage data with Census tract-level income and 

housing data, without identifying the customer or their address.  There, the data would only be 
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released by the utility after the completion of step 4, which deletes all remaining personal 

information from the dataset.   

 

B. Using Encryption to Prevent the Release of Personal Information 

 

ELPC notes that “in many circumstances, it would likely be possible to maintain customer 

anonymity and provide more useful data with a smaller … block or through some other method 

of ‘de-identifying’ the data from the individual customer.”  ELPC Reply Comments at 2.  One 

other method of de-identifying data is the use of a public-key encryption system
1
.  Such a system 

would allow the merger of individual customer energy use data with publicly-available housing 

characteristics data without releasing any personal information and while preventing the data 

from being attributed to any individual.  The name of these systems is a bit misleading, as the 

public only has the key to encrypt data.  The decoding key is kept private, allowing multiple 

parties to encrypt, but only one party (in this case, the utility) to decrypt data.   

 

Using a public-key encryption system, the energy use and housing characteristics datasets could 

be merged by an encrypted address without ever releasing the address in a form that could be 

decrypted.  Attachment 3 (Merging Usage and Housing Characteristics Data) describes how the 

utility and third-party could each encrypt their address data using the same encoding system, 

merge the data by the encrypted address, and then delete the encrypted addresses to reveal a 

useful dataset that contains no personal information.  In this case, there is no need to decrypt the 

addresses at all, as they are simply deleted after the merger.  However, if a situation arose 

                                                           
1
 For a layman’s description of a public-key encryption system, see http://www.net-

security.org/dl/articles/PblcKey.pdf 

http://www.net-security.org/dl/articles/PblcKey.pdf
http://www.net-security.org/dl/articles/PblcKey.pdf
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requiring the addresses to be decrypted, the utility would be the only party who could perform 

the task, with its secret decoding key.   

 

VII. CONCLUSION 

Unlocking the benefits of smart grid will depend on our ability to understand the energy-related 

behaviors and building characteristics of Illinois customers and to put that knowledge to use in 

energy efficiency and dynamic pricing programs that meet customers’ needs.  We must be able 

to access individual customer energy use data in a way that both preserves privacy and provides 

useful datasets that can answer real research questions and address practical program needs.  

Consequently, CNT Energy recommends that the Commission make a clear and narrow ruling 

that does not upset the existing ability to access aggregated data, and allows third-party access to 

anonymous, or de-identified,  individual customer data. The ruling should include explicit 

definitions and should allow the use of proxy variables and encryption to prevent the release of 

personal information. 

 

 

Dated:  November 19, 2013 

      Respectfully Submitted, 

 

      CNT ENERGY 

 
      ______________________________ 

Anne McKibbin 

Policy Director 

CNT Energy 

1741 N. Western Ave. 

Chicago, IL  60647 

T:  773-269-2225 

amckibbin@cntenergy.org 
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