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STATE OF ILLINOIS 

ILLINOIS COMMERCE COMMISSION 

 

 

Illinois Commerce Commission,  ) 

On Its Own Motion    ) 

      ) 

Investigation of Applicability of  )  ICC Docket No. 13-0506 

Sections 16-122 and 16-108.6 of the  ) 

Public Utilities Act    ) 

 

 

CNT ENERGY’S VERIFIED REPLY COMMENTS 

 

I. INTRODUCTION AND BACKGROUND 

CNT Energy respectfully submits these reply comments on the applicability of Sections 16-122 

and 16-108.6 of the Public Utilities Act, which related to the release of customers’ personal 

information by electric utilities, in accordance with the Administrative Law Judge’s September 

25, 2013 Notice of Continuance of Hearing and Notice of Schedule. 

 

The Commission’s Initiating Order states that “utilities regularly receive requests from third 

parties for information that includes usage and billing data at the individual customer level but in 

such a manner that customer identities and billing data are not revealed.”  Initiating Order at 1.  

The Initiating Order asked parties to explore the issues laid out in Staff’s August 30, 2013 

Report, which are (Initiating Order at 2):    

 Release of aggregated, anonymous customer usage information; 

 Release of individual and specific information 

o Identification of Peak Time Rebate and net metering customers 

o RES access to its customers’ interval data for non-billing purposes. (Staff Report 

at 3). 
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On October 15, 2013, Simultaneous Initial Verified Comments were submitted by the ICC’s 

Staff, the Citizens Utility Board (CUB), Commonwealth Edison (ComEd), the Illinois 

Competitive Energy Association (ICEA), Ameren Illinois (Ameren), and CNT Energy to address 

these issues.  CNT Energy’s reply comments are below. 

 

II. REPLY COMMENTS  

CNT Energy’s reply comments will focus on the first issue - the release of aggregated, 

anonymous customer usage information.  As described in our initial comments, customer usage 

information has a number of research and program-related uses that benefit customers.  CNT 

Energy is heartened by the general agreement among parties and the Commission that this 

investigation “requires a careful balance between protecting the customer’s privacy and 

unlocking the full benefits of smart meter infrastructure.”  (Initiating Order at 2, CUB at 3, ICEA 

at 2)  This balance is a difficult one, but we feel strongly that it is achievable.   

 

While parties’ initial comments make some headway toward achieving this balance, the solutions 

presented create significant practical barriers to the administration of energy efficiency and 

dynamic pricing programs and to research projects that improve these programs.  As a practical 

matter, the presented proposals will make it more difficult to unlock the benefits of the smart 

grid than the status quo in effect today.  Because there are many uses for this data that will 

benefit customers, and many ways to make data anonymous, we urge the Commission to create a 

rule that is flexible enough to accommodate evolving data analysis and privacy protection 
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methods.  At the same time, the rule must be crystal clear to avoid a chilling effect on all data 

analysis.   

 

First, our reply comments respond to parties’ initial comments by clarifying the distinctions 

between various methods of anonomizing individual customers’ energy use data.  Second, we 

explain the practical barriers created by solution proposed in ICC Staff and ComEd’s initial 

comments.  We also compare this proposed treatment to the treatment of public health data.  

Third, we recommend alterations that would make the proposal less burdensome, while 

continuing to protect customer privacy.  Throughout our reply comments, CNT Energy will only 

be referring to data that is obtained without customer authorization.   

 

A. “AGGREGATION” IS ONE OF SEVERAL WAYS TO MAKE 

CUSTOMER DATA ANONYMOUS, EACH WITH PROS AND CONS 

 

The issue at hand is the treatment of “aggregated, anonymous customer usage data.”  However, 

the meaning of the word ‘aggregated’ is unclear.  In initial comments, parties seem to discuss, in 

various places, both ‘aggregated’ data as CNT Energy would define it, and what we would call 

‘de-identified’ data.  (Staff Initial Comments at 6, ComEd Initial Comments at 5-6, CUB Initial 

Comments at 3, ICEA Initial Comments at 8).  Both aggregation and de-identification are 

methods of making data anonymous.  However, they are not equivalent.  Aggregated tenant 

energy use data, for example, can be used to benchmark the energy use of a building.  However, 

as described in our initial comments, aggregated data is useless or misleading for other research 

and program-related tasks.  (CNT Energy Initial Comments at 13-14)  De-identified data, 

however, is useful in a number of research tasks, but cannot be used to benchmark whole-
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building energy use.  We propose a consistent vocabulary for the two data treatments discussed 

in initial comments. 

 

‘Aggregated’ data, as that term is used by CNT Energy’s research and program departments, has 

been summed over a number of individual customers.  So, for example, to aggregate the energy 

use data of the tenants in a multifamily building, CNT Energy would use ComEd’s online EUDS 

tool to add up the electricity use of all the separately-metered tenants in the building.  The EUDS 

returns one number that represents the sum of the electricity use in the tenant apartments of the 

building.  So long as the building contains more than two occupied units, it is not possible to 

determine the exact energy use of any one building occupant from the aggregated energy use. 

 

‘De-identified’ data, in contrast, is individual customer data that has been stripped of its personal 

information, including name, address, and account number.  De-identified data still contains 

energy use data for a single account, but cannot be traced to a particular person or location.  

Several parties’ initial comments suggest de-identifying data, but keeping the zip+4 field, so long 

as that places the individual within a group of no less than 30 customers.  (ICC Staff Initial 

Comments at 6; ComEd Initial Comments at 5-6)  This proposal will remove personal 

information and prevent anyone from positively identifying an individual customer. It should be 

noted that zip+4 codes are not strictly geographical, so this data would not contain geographical 

information that is useful for research purposes. 

 

B. PARTIES’ RECOMMENDATION TO DE-IDENTIFY OR AGGREGATE 

DATA TO GROUPS OF 30  
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Several parties’ recommend that customer usage information can be anonymized by placing it 

within a group of 30 customers.  (Staff Initial Comments at 6; ComEd Initial Comments at 5-6)  

It is unclear whether parties are suggesting that the utility aggregate (i.e., add up) data from 30 

customers or de-identify data so that it can only be placed within a group of 30 or more 

individual accounts with the same zip+4.  Each produces unique problems, which our reply 

comments will handle separately.  The choice of 30 units as a threshold creates its own problems, 

which are explored below and compared to the treatment of disease data by the public health 

community.  In the public health field, aggregating or de-identifying to groups of far less than 30 

is considered sufficient to protect individual privacy. 

 

1. Effect of De-identifying Data to Groups of 30 on Research and Building 

Energy Use Benchmarking 

 

CNT Energy’s initial comments described several types of research that require that customer 

identified energy use data be merged with housing characteristics datasets.  These include 

housing characterization studies and determining how local building energy use conditions vary 

from national averages.  (CNT Energy Initial Comments at 6-9).  After that merger, the resulting 

data can be de-identified to a group of 30 or more customers, and these studies can go forward 

and still provide meaningful (though not as complete) information to energy efficiency program 

administrators.  However, the merger of energy use data and housing characteristics requires a 

building-specific field, such as an address, to make a meaningful match between datasets.  

Without the proper merger, the resulting dataset is not useful and these types of research cannot 

be completed.  In section C., below, CNT Energy proposes a method of dealing with this 

problem. 
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De-identified data also cannot be used to benchmark building energy use.  Building energy use 

benchmarking was described in CNT Energy’s initial comments
1
. (CNT Energy Initial 

Comments at 11-12)  Below, we also describe how building benchmarking is used in our 

multifamily energy efficiency program.  The benchmarking process gives building owners and 

energy efficiency program administrators one number, the total energy use per square foot, that 

they can use to assess the need for energy efficiency improvements and to recommend specific 

efficiency measures.  To benchmark a building, the building owner or program administrator will 

use a system such as ComEd’s EUDS system to aggregate (add up) the energy use of all building 

tenants.  When added to common area usage (usually obtained with the building owners’ 

authorization), this total building energy use is then entered into a tool such as US EPA’s 

Portfolio Manager online tool to obtain the final benchmarking score.   

 

De-identified data cannot be used to benchmark a commercial or apartment building’s energy 

use.  Under the proposal to de-identify to groups of 30, it would not be possible to identify which 

30 customers in a zip+4 are tenants in a single building.  Consequently, program administrators 

and building owners would be unable to complete any building energy benchmarking with this 

type of data.   

 

2. Effect of Aggregating Data in Groups of 30 on Research and Building 

Energy Use Benchmarking 

 

Aggregating (i.e., adding up) energy use data in groups of 30 customers would create significant 

practical problems for energy efficiency program administrators and researchers.  Unlike de-

                                                           
1
 For another description of benchmarking, see the US Department of Energy’s “SEE Action Fact Sheet:  Energy 

Benchmarking, Rating, and Disclosure for Regulators of Ratepayer-Funded Programs,” Available at:  
http://www1.eere.energy.gov/seeaction/pdfs/commercialbuildings_factsheet_benchmarking_ratepayerregulators
.pdf 

http://www1.eere.energy.gov/seeaction/pdfs/commercialbuildings_factsheet_benchmarking_ratepayerregulators.pdf
http://www1.eere.energy.gov/seeaction/pdfs/commercialbuildings_factsheet_benchmarking_ratepayerregulators.pdf
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identified data, aggregated data cannot be merged with building characteristics information at 

any time.  Consequently, aggregated data cannot be used to create housing characterization 

studies or studies to determine how local building energy use compares to national averages.   

 

This 30-customer limit on aggregation would also prevent owners of commercial and apartment 

buildings with less than 30 tenants from benchmarking their buildings’ energy use, hindering 

their ability to understand their energy use, make smart investment decisions, and comply with 

the City of Chicago’s benchmarking ordinance.  This restriction would remove an important tool 

used by CNT Energy and other energy efficiency program implementers to assess buildings’ 

energy use, make recommendations for the most cost effective energy efficiency measures, and 

do quality control checks on energy efficiency retrofits.  The restriction could also prevent third-

party energy efficiency program providers from competing successfully in the energy efficiency 

retrofit market for multifamily and commercial buildings.   

 

3. Preventing buildings of less than 30 units from benchmarking their 

energy use would weaken existing energy efficiency programs.   

 

Restricting tenant energy use aggregation to buildings with 30 or more units would be 

detrimental to CNT Energy’s award-winning Energy Savers multifamily energy efficiency 

retrofit program.  Energy Savers benchmarks the affordable apartment buildings it serves both 

before and after retrofit.  The first benchmark, performed before energy efficiency 

improvements, is used to help the building owner understand the value of making improvements 

and determine which measures would be most cost effective and useful in their building.  This 

benchmarking information has proven invaluable in helping convince building owners to take 

action and improve the efficiency of their buildings.  
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The second benchmark, performed after energy efficiency improvements are installed, is used to 

help ensure that the retrofit is resulting in the savings that were expected.  If this benchmark 

information does not show the expected improvement in whole-building energy use, Energy 

Savers construction managers re-inspect the contractors’ work, determine why the building is not 

saving, and ensure that the contractor corrects the problem.  This second benchmark has helped 

us find and fix problems that were not discovered by the physical inspection we do on every job.  

The second benchmark is also important in convincing building owners to make energy 

efficiency investments in their buildings.  The presence of an after-retrofit check on building 

performance builds trust with the building owner, who can be assured that the expected savings 

will materialize. 

 

Restricting tenant energy use aggregation to buildings with 30 or more units would place a 

significant burden on the Energy Savers program, which is funded in part by the low-income 

portion of DCEO’s energy efficiency portfolio.  Of the 195 buildings the program retrofitted 

between October 2012 and October 2013, 70%, or 136 of them, had fewer than 30 units.  These 

buildings accounted for 1,853 of the apartments that went through the program in that year.  

Many of the unsubsidized affordable apartment buildings in Illinois, particularly in rural and 

suburban areas, are small, with less than 30 units.  These are the buildings the Energy Savers 

program targets and they, and their tenants, deserve energy efficiency programs with 

recommendations and quality control checks that are just as rigorous as the ones allowed for 

large high rises.  
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4. Preventing third parties from benchmarking buildings of less than 30 

units could prove anti-competitive 

 

Restricting tenant energy use aggregation to buildings with 30 or more units could prevent 

independent third parties from competing successfully in the energy efficiency retrofit market for 

multifamily and commercial buildings.  If third parties that administer energy efficiency 

programs under contract with the utility are allowed to obtain the data necessary to benchmark 

buildings of less than 30 units, and independent energy efficiency program providers who are not 

under utility contract cannot obtain the data needed to benchmark these buildings, then the 

independent third parties will not be able to provide energy efficiency services that can compete 

on a level playing field.   

 

5. Some Buildings of Less than 30 units Must Benchmark their Energy Use 

to Comply with a City of Chicago Ordinance 

 

As discussed in CNT Energy’s initial comments, the City of Chicago recently passed an 

ordinance that will, over the next few years, require owners of commercial and residential 

buildings over 50,000 square feet (approximately equivalent to 30 apartments of 1,500 sq. ft. 

each plus common space) to benchmark their buildings’ energy use.  (Chicago, IL, Municipal 

Code §§ 18-14-101 – 18-14-102.3, passed Sept. 11, 2013, record no. SO2013-5384; CNT Energy 

Initial Comments at 12)  Restricting access to aggregated data will prevent these buildings, 

which are the same size as other buildings that must comply, but merely have fewer units, from 

complying with the ordinance. 

 

6. Building Owners Already Have Substantial Amounts of  Information 

about their Tenants 

 

Building owners already have a contractual relationship with their tenants.  Consequently, 

customers’ privacy interests are not substantially protected by preventing the building owner 
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from obtaining the aggregate (summed) total monthly energy use of all of a buildings’ tenants.  

Building owners know their tenants’ identities and facts about their presence in the building and, 

in commercial buildings, their number of employees, hours of operation, and equipment used in 

their spaces.  Owners often know financial details about their tenants, including their 

employment and ability to pay rent.  Building owners often already have the ability to access 

tenant meter information in master-metered buildings or where the building owner has access to 

the meters in a meter room or to a building energy management system that includes tenant 

spaces.  So, privacy concerns are not protected in this instance by restricting tenant energy use 

aggregation.  The building owner, however, still needs the utility to compile customer usage 

information in a way that can be entered into Portfolio Manager for energy use benchmarking 

purposes.  And, requiring the building owner to do this themselves would be costly, burdensome 

and would increase the likelihood of error.  Consequently, building owners should be allowed to 

access aggregated tenant energy use data for buildings with five or more units. 

 

7. Comparisons to Public Health Data Indicate that Privacy can be 

Maintained in Much Smaller Groups. 

 

Guidelines from the public health field are instructive in determining how small a grouping can 

be while still protecting individual privacy.  Disease data is very sensitive information, but its 

release can help public health officials prevent and treat widespread health problems.  

Consequently, public health officials have developed extensive guidelines on when to remove 

information from their public reports because it would compromise individual privacy.   

 

There are a number of examples where public health officials and advocates censor data to 

protect privacy.  CNT Energy has found several examples where grouping individuals into 
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groups that are much smaller than 30 is felt to be sufficient to protect privacy.  The National 

Birth Defects Prevention Network, for example, has published its Guidelines for Conducting 

Birth Defects Surveillance.  This work cites the following data suppression rules for various 

disease surveillance systems: 

 

Data System Suppression Criteria 

HIV/AIDS Surveillance System < 4 cases 

National Notifiable Diseases Surveillance 

System 

Race and Hispanic Origin if < 4 cases 

STD Surveillance System County:  < 4 cases; State:  < 6 cases; National:  

None 

National Birth Defects Prevention Network, “Guidelines for Conducting Birth Defects 

Surveillance: Appendix 11.1 Data Suppression,” 2008. Available at: 

http://www.nbdpn.org/docs/Appendix11-1.pdf  

 

 

The Rhode Island Department of Health, which maintains a public, searchable list of properties 

that pose a risk of lead poisoning, lists such properties on its “Unsafe for Habitation” list on the 

basis of at least three young children having significant lead poisoning.  (Rhode Island 

Department of Health, “Lead Property Violations and Certifications,” 2010.  Available at: 

http://www.health.ri.gov/publications/factsheets/lead/PropertyViolationsAndCertifications.pdf; 

Searchable list, with addresses, available at http://www.health.ri.gov/find/property/) 

  

Similarly, the CDC’s National Center for Environmental Health suppresses data when estimates 

of disease mortality are based on fewer than 10 deaths.  (National Center for Environmental 

Health, “Asthma in Illinois,” available at 

http://www.cdc.gov/asthma/stateprofiles/Asthma_in_IL.pdf) 

 

http://www.nbdpn.org/docs/Appendix11-1.pdf
http://www.health.ri.gov/publications/factsheets/lead/PropertyViolationsAndCertifications.pdf
http://www.health.ri.gov/find/property/
http://www.cdc.gov/asthma/stateprofiles/Asthma_in_IL.pdf
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The Australian government’s National Statistical Service works with all sorts of data, and 

publishes a Confidentiality Information Sheet:  How to Confidentialise Data: The Basic 

Principles, which notes threshold values for the minimum number of contributors to reported 

information in any one publicly available report.  The Service notes that “common threshold 

values are 3, 5, and 10.” (Australian Bureau of Statistics, “Confidentiality Information Sheet: 

How to Confidentialise Data: The Basic Principles.” Available at: 

http://www.nss.gov.au/nss/home.nsf/pages/Confidentiality+-

+How+to+confidentialise+data:+the+basic+principles#2) 

 

8. Aggregating or De-identifying to Groups of 5 is Sufficient to Protect 

Privacy and is Supported by Other Industry Metrics 

 

Five-customer groups are a reasonable threshold that meshes well with housing industry data and 

common building type definitions, allowing researchers and program administrators to do useful 

work with the resulting data.  The housing industry generally defines multifamily housing as a 

building with 5 or more units.  The U.S. Energy Information Administration’s Residential 

Energy Consumption Survey (RECS) and U.S. Census’ American Housing Survey’s (AHS) also 

divide residential buildings into those with 5 or more units, although these surveys use other 

divisions as well.
2
  ComEd’s EUDS system, which is used to benchmark building energy use as 

described above, currently allows aggregations of 4 or more tenants’ energy use data, and is held 

up as an example for other utilities by energy efficiency advocates nationwide. (See 

https://www.comed.com/business-savings/energy-tools/Pages/energy-usage-data.aspx) 

 

                                                           
2
 AHS uses the following divisions:  1 unit, attached; 1 unit, detached; 2-4 units, 5-9 units, 10-19 

units, 20-49 units, 50 or more units, and manufactured/mobile home or trailer.  RECS uses: 

single family attached, single family detached, apartment buildings with 2-4 units, apartment 

buildings with 5 or more units, and mobile homes.   
 

http://www.nss.gov.au/nss/home.nsf/pages/Confidentiality+-+How+to+confidentialise+data:+the+basic+principles#2
http://www.nss.gov.au/nss/home.nsf/pages/Confidentiality+-+How+to+confidentialise+data:+the+basic+principles#2
https://www.comed.com/business-savings/energy-tools/Pages/energy-usage-data.aspx
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9. There is no need to limit the method of anonomizing data to aggregation 

or de-identification. 

 

As Ameren Illinois notes in its initial comments, “this docket is driven by advances in 

technology … And as with all technology, the Company anticipates these advances will continue 

to occur and that the related products and services will continue to evolve, perhaps with 

increasing velocity.”  (Ameren Illinois Initial Comments at 1).  Indeed, aggregating and de-

identifying are not the only methods of removing personal information and ensuring that 

individual customers cannot be identified.  And new methods may become available in the 

future.  For example, encryption software may be used to encode sensitive data in such a way 

that the dataset can be merged with publicly available housing or Census data, before stripping 

the resulting merged dataset of any personal information, leaving a useful dataset that could 

support housing characterization studies or other without any personal information attached or 

available to prying eyes during the process.  Or, the data might be de-identified after being 

grouped into sets that are based on some acceptable variable that is not zip+4 (such as a Census 

tract), but which provides the same level of anonymity to the individual.   

 

C. AN ALTERNATIVE PROPOSAL TO MAINTAIN PRIVACY WHILE 

ALLOWING ACCESS TO ENERGY USE DATA FOR MEANINGFUL 

RESEARCH AND PROGRAMMATIC PURPOSES 

 

CNT Energy proposes an alternative approach to treating energy use data to maintain individual 

customers’ privacy.  Aggregated and de-identified data are both useful for some research and 

program administration tasks, but not others, as described below: 

 

Task Aggregated Data De-Identified Data 

Building Energy Use 

Benchmarking 

Yes (useful) No (cannot be used to 

complete this task) 

Housing Characteristics Data No Useful only if de-identified 
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after merger with housing 

characteristics data 

Comparing local conditions to 

national averages 

No Useful only if de-identified 

after merger with housing 

characteristics data 

Answering questions related 

to Census data such as the 

American Housing Survey and 

household income data 

No Useful only if de-identified 

after addresses have been 

matched to Census tracts.  Zip 

codes do not match Census 

tracts. 

Municipal energy planning Yes, but of limited use Yes 

Understanding potential for 

dynamic rates to benefit 

customers 

No Yes 

Understand size and potential 

of energy efficiency market 

Yes for some questions and no 

for others 

Yes for some questions and no 

for others 

 

 

To ensure that customer data is available for all of the research and program administration tasks 

listed, and tasks that have not yet been contemplated and benefit customers, while ensuring 

privacy and allowing for innovation, CNT Energy proposes the following protocol: 

 

a) Except as specifically allowed or required by law, information containing a specific 

customer’s use of, charges for, or payments for, electric utility services that also contains 

personal information will not be released absent the customer’s consent. 

 

b) Except as specifically allowed or required by law, information containing an individual 

customer’s use of, charges for, or payments for electric utility service will only be 

provided without any personal information and in a manner that practically prevents the 

linkage of that data to the customer. 
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To accomplish this, individual customers’ data should be provided by the utility to third parties 

after being treated with one of the following methods, or with an alternative method that 

provides the same level of anonymity to the individual customer:  

 

Method 1 (Aggregation):   

Aggregated customer energy use data will be provided so long as the aggregation 

sums the energy use information of at least 5 electric meters.   

 

Method 2 (De-identification): 

Individual customer energy use data will be provided without personal 

information, but with a five-digit zip code plus the first two to four additional zip 

digits (“zip+2-4”).  This data will be provided only when that grouping has at 

least 5 meters of each type or class for which data is provided.  

 

In the event the zip+4 grouping has fewer than 5 meters, the electric utility would 

provide the requesting party only data on the next higher zip code basis, subject to 

the same 5-meter restriction. Should the 5-meter condition still not be met, the 

electric utility should aggregate further using fewer digits of the zip code, and so 

on, until the condition is met. If the condition cannot be met at the five-digit zip 

code level, no data for the impacted meters would be provided. Maintaining a 

minimum 5-meter requirement ensures no information would be divulged that 

could identify an individual customer. 
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Method 3 (De-identification that allows the merger with housing character and Census data): 

The electric utilities may release customer energy use data where: (1) personal 

information that is not necessary to merge the dataset with another has been 

removed from the dataset, and (2) remaining personal fields, which are needed to 

merge the dataset with other data, have been encoded in a format that would allow 

merger with other datasets without revealing the encoded information in either 

dataset.   

 

The merger required by this third method may be accomplished by the utility, the 

third party under supervision of the utility, or under contract with an ICC-

approved entity with housing, Census, and energy data analysis expertise.  The 

utility, third party, or ICC-approved entity will then de-identify the resulting post-

merger dataset as set forth in Method 2, and make it available, at a reasonable fee 

to cover expenses, to researchers and other third parties.  

 

III. CONCLUSION 

Unlocking the benefits of smart grid will depend on our ability to understand the energy-related 

behaviors and building characteristics of Illinois customers and to put that knowledge to use in 

energy efficiency and dynamic pricing programs that meet customers’ needs.  We must be able 

to access energy use data in a way that both preserves privacy and provides useful datasets that 

can answer real research questions and address practical program needs.  Unfortunately, no 

simple rule for making data anonymous is sufficient to meet these goals.  However, CNT Energy 
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believes that the protocol we have presented is a good start, and we look forward to working with 

parties and the Commission to find a solution.  

 

Dated:  November 5, 2013 

      Respectfully Submitted, 

 

      CNT ENERGY 

 
      ______________________________ 

Anne McKibbin 

Policy Director 

CNT Energy 

1741 N. Western Ave. 

Chicago, IL  60647 

T:  773-269-2225 

F:  773-486-3455 

amckibbin@cntenergy.org 
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