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Commonwealth Edison Company (“ComEd”) submits these Initial Verified Comments 

(“Comments”) to the Illinois Commerce Commission (the “Commission”), pursuant to the 

September 25, 2013 Order of the Administrative Law Judge (“ALJ”).  These comments are 

verified by John Hepokoski, who is competent to testify as to the facts to which he attests. 

I. INTRODUCTION & BACKGROUND 

The Commission initiated this proceeding to investigate the applicability of Sections 

16-122 and 16-108.6 of the Public Utilities Act (“PUA”) pertaining to the release of customer-

specific information by electric utilities (“Initiating Order”).  Specifically, the Initiating Order 

states that: 

the deployment of the Advanced Metering Infrastructure (“AMI”), Net 
Metering, Peak-Time Rebate Programs and certain Rate Design filings 
required by electric utilities pursuant to statute has led to the immediate 
need for utilities to provide customer-specific information to third parties 
which may or may not conflict with other sections of the PUA. 

Initiating Order at 1.  The Initiating Order also directs the parties to address the issues identified 

in the Staff Report from the Commission’s Office of Retail Market Development dated August 

30, 2013 (the “Staff Report”). Initiating Order at 2.  The issues identified in the Staff Report are: 
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(1) the release of aggregated,1 anonymous customer usage information; and (2) the release of 

individual and specific information, including the identification of Peak Time Rebate and net 

metering customers and Retail Electric Supplier (“RES”) access to its customers’ interval data 

that is not used for the purposes of billing a customer.2  Staff Report at p. 3. 

II. APPLICABLE LAW 

In order to provide electric utility services to its customers, ComEd lawfully possesses 

and uses “customer specific” and “personal information,” including data relating to each 

customer’s use of electricity and other utility services.  As provided in the PUA and the Personal 

Information Protection Act (“PIPA”), 815 ILCS Act 530, ComEd regards customer specific and 

personal information (in addition to the customer’s identity itself) as information about the 

customer’s use of and payment for electric utility services that is either expressly linked with a 

customer’s identity or that could, with reasonable effort, be linked to the customer’s identity.   

Section 16-122 of the PUA both addresses utilities’ obligations to disclose information 

about their customers’ use of electric utility services and limits that disclosure.  220 ILCS 

5/16-122.  Under Section 16-122(a), “electric utilities shall provide” to a requesting “customer or 

its authorized agent the customer’s billing and usage data.”  Similarly, under Section 16-122(b), 

an electric utility is required to provide certain “generic” customer information.  However, in the 

absence of express permission of the customer, Section 16-122(b) provides that “no customer 

                                                 
1 While the report referred to the information as “aggregated,” in fact the information sought to be released 

is that of individual customers who are located within some defined geographic area or zip code.  
2 ComEd has installed approximately 130,000 smart meters at customer locations as a part of the Advanced 

Metering Infrastructure (“AMI”) pilot programs approved by the Commission in Docket No. 09-0263.  In addition, 
ComEd began installing smart meters throughout its system in September 2013 pursuant to the Commission Order 
in Docket No. 12-0285.  These meters generate data about a customer’s usage of electricity on an interval basis.  
However, unless a customer is on some time-variant or dynamic pricing program, such as real-time pricing, with 
ComEd or a RES, ComEd does not use this information to develop a bill for a customer.  Since this data is not used 
to develop a bill, ComEd does not process the data through its data verification process, and the information is 
considered to be non-bill quality.   



3 

specific billing, usage or load shape data shall be provided[.]”Likewise, with a single exception 

not relevant here, subsection 16-122(c) requires the release to local governments of “available 

information concerning the usage, load shape curves, and other characteristics of customers by 

customer classification and location within the boundaries of the unit of local government,” but 

bars the release of “customer specific billing, usage, or load shape data” unless authorized by the 

customer. 

Similarly, Section 16-108.6 of the PUA requires electric utilities to secure the privacy of 

“personal information” including usage data, as part of their Smart Grid Advanced Metering 

Infrastructure Deployment Plan (“AMI Plan”) and “establish the right of consumers to consent to 

the disclosure of personal energy information.” 220 ILCS 5/16-108.6.3  The PUA does not itself 

define “customer specific information.”  However, Section 16-108.6 of the PUA defines 

“personal information” as “the customer’s name, address, telephone number, and other 

personally identifying information, as well as information about the customer’s electric usage.”    

PIPA likewise focuses on information from which a person could be identified.  This provision 

of the law defines “personal information” as the first name or initial and last name of a person in 

combination with one or more of the following nonpublic unencrypted pieces of information: a 

social security number, a driver’s license number or State identification card number, or a bank 

account, credit card or debit card number accompanied by the applicable passwords or security 

codes.  815 ILCS 530/5.  

                                                 
3 ComEd’s Commission-approved AMI Plan also calls for the protection of personal information of 

customers.  ComEd April 1, 2013 AMI Plan at 26 and 76-77. 
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III. COMMENTS  

A. Release of Anonymous Customer Usage Information 

ComEd receives from a variety of local governments, educational and research 

institutions, and others requests for “anonymous” data about electric service use, i.e., for data at 

the individual customer level but without data identifying the customer to which the data 

corresponds.  Many of the reasons for requesting such information appear to be in the public 

interest and consistent with the goals and objectives of the PUA.  Entities making such requests 

include: 

1. Research institutions requesting data to conduct studies regarding subjects such as 

energy efficiency, demand response, economic development, and the need for, and 

efficient delivery of, customer assistance;  

2. RESs considering the offering of new products and services enabled by AMI (e.g., 

time variant supply rate offerings) or beginning to compete for new markets; and 

3. Municipalities seeking to provide information to their citizens about their energy 

usage or undertaking economic development programs or studying the need for, and 

efficient delivery of, customer assistance. 

In addition, customer information can be requested in formal proceedings at the 

Commission, even those seemingly unrelated to individual customers.   

In ComEd’s view, customer specific and personal information (in addition to the 

customer’s identity itself) is information about the customer’s use of and payment for electric 

utility services that is either expressly linked with a customer’s identify or that could, with 

reasonable effort, be linked to the customer’s identity.  Thus, a customer’s name, address, and 

social security number is customer specific information, just as is usage data linked to that 

identifying information.  However, a customer’s zip code is (with some exceptions) not customer 
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specific information.  ComEd’s position has been that it is consistent with Sections 16-122 and 

16-108.6 to provide information containing an individual customer’s use of, charges for, or 

payments for electric utility service without any customer identifiable information and in a 

manner that practically prevents the linkage of that data to the customer or to other customer 

specific information (such as an address).    

However, current uncertainties can leave parties without solid guidance.  For example, in 

ComEd’s pending rate design investigating proceeding, Docket No. 13-0387, ComEd was served 

with data requests seeking customer information including individual customer usage data.  

ComEd was initially prepared to provide customer level information in an anonymized manner, 

i.e., in a form that the data could not be tied back to any particular customers.  However, after 

discussions with, and objections from, Commission Staff, ComEd was left without firm guidance 

as to what data could be released.  In the end, ComEd provided only information covered by a 

Motion to Compel granted over Staff’s objection, which gives ComEd – and other utilities – 

scant guidance as to what data in the future can be provided consistently with Section 16-122 of 

the PUA.4 

ComEd proposes that data at the individual customer level will be provided anonymously 

(a) for a geographic area no more granular than a five-digit zip code plus the first two to four 

additional zip digits (“zip+2-4”) and (b) only when that geographic area has at least 30 customers 

of each type or class for which data is provided.  In the event condition (b) is not met, ComEd 

would provide the requester only data on the next higher zip code basis, subject to the same 

restriction.  Should the 30 customer condition still not be met, ComEd will aggregate further 

                                                 
4 ComEd did provide anonymized individual customer usage data to parties that later filed a motion to 

compel, which the ALJs granted without any discussion or opinion.  Staff did not seek to appeal that decision to the 
Commission.   
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using fewer digits of the zip code, and so on, until the condition is met.5  If the condition cannot 

be met at the five-digit zip code level, no data past the five-digit zip code threshold for the 

requested customers would be provided.   

B. Release of Individual and Specific Information: Identification of Peak Time 
Rebate (“PTR”) and Net Metering Customers, and RES Access to 
Customers’ Interval Data Not Used for Billing Purposes 

ComEd understands that competitive suppliers have legitimate reasons to learn certain 

facts about individual customers, and that freer access to types of individual customer 

information could assist in realizing certain benefits of the smart meter infrastructure.  At the 

same time, ComEd is sensitive to customers’ privacy interests – both in the obvious interest of 

adhering to state law and because data privacy had been cited as a reason for customer refusals 

of smart meter deployment.  It is clear, for example, that Section 16-122 of the PUA requires 

customer consent before a utility may disclose specific billing and usage data, and/or “personal 

information” under Section 16-108.6 of the PUA.  This definition has a fairly broad reach.  For 

example, a customer’s participation in the PTR (receiving billing credits for energy reduction 

during specific periods of time) or net metering (receiving credit on its bill by generating its own 

electricity using a renewable resource) programs impacts the production of the customer’s bill 

and, as such, is billing data.  Similarly, interval data (sequential blocks of time-specific data on 

the customer’s energy use) that is not used or needed to develop a bill for a customer is still 

usage data even if it is not billing data.  As such, verifiable authorization from individual 

customers is required under the PUA before disclosure may occur. 

The issue of what constitutes the appropriate level of customer authorization that must be 

obtained before a utility can release customer specific billing and usage data to a third party is 

                                                 
5 Attachment 1 provides information concerning the range of the number of premises or addresses included 

within each zip code level from zip+1 to zip+4. 
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not a new one for the Commission.  The Commission first addressed this issue at the onset of the 

transition to a competitive market in Illinois in its review of ComEd’s Delivery Service 

Implementation Plans.6  In those proceedings, the Commission approved several methods for 

demonstrating that the customer has authorized access to billing and usage data in addition to an 

express written authorization: 1) entities in possession of certain customer information (e.g., 

account and/or meter numbers) that only the customer should know were deemed to have 

received authorization to access certain customer information, primarily monthly summary usage 

data and interval data if such meters were on the account and the information was used for 

billing; and 2) the letter of agency (“LOA”) that a RES was statutorily required7 to obtain from a 

customer before switching them to RES service was deemed to authorize a RES to have access to 

certain additional information.   

Several important policies supported this approach to the release of customer 

information.  First, at the time, the market was just beginning to open up to competition.  

Allowing access to information based on data that lent itself to easy and, potentially, electronic 

exchange supported market development by making access to customer information relatively 

easy and less costly to obtain.  Second, the Commission assumed that any requirement for 

obtaining a written, signed “wet” authorization for access to all types of information would be 

cumbersome, expensive, and difficult to administer, for RESs, for utilities, and for the 

Commission, who would be called upon to resolve disputes about form and recordkeeping.  Most 

every stakeholder recognized this approach as unworkable.   

                                                 
6 Docket Nos. 99-0117 and 01-0423. 
7 815 ILCS 505/2EE. 
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With some evolution over the years, the approach designed at the advent of retail 

competition continues today.  Attachment 2 to these comments shows the information to which 

an entity is currently deemed to be authorized to have access with each type of customer 

authorization.  However, these forms of indirect evidence of authorization have never been 

deemed to authorize access to all of the billing and usage8  data that ComEd possesses for each 

customer.  In general, RESs were deemed to have authorization to have access to the information 

needed for the RES to provide supply and billing service to its customers.  Attachment 2 also 

lists the types of customer information which an entity has never been deemed to have 

authorization to have access to.  The list includes the specific types of customer information at 

issue in this proceeding. 

At the same time, the market and technology have continued to evolve.  For example, 

instead of individual or small affinity group customer acquisition, Illinois now has opt-out 

governmental aggregation where whole groups of customers can be acquired without any express 

consent or authorization or individualized agreement.9   Moreover, with the deployment of AMI 

and the various technologies that it will enable, it will become more important – and in some 

cases, essential – for third parties to be able to access their customers’ granular interval data in 

order to offer the types of time of use and dynamic supply prices that the Commission envisioned 

in its Order entered in ComEd’s AMI Plan. 10  In fact, the Staff Report and instant investigation 

are products of the workshop process proposed by ComEd to enable the market to make such 

                                                 
8 Docket Nos. 99-0117 and 01-0423.  
9 In fact, what form of verification of the customer switches resulting from an opt-out aggregation process 

is required of RESs (i.e. are RESs or any other entity required to verify the results of the opt out aggregations 
process, just as a RES must maintain verifiable authorization to switch a customer acquired individually under 
Section 16-115A.), if any, in the government aggregation rulemaking  (ICC Docket 12-0456). 

10 See ICC Docket No. 12-0298, Order at 44-45. 
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AMI-enabled offerings.11  Finally, AMI metering is expanding the scope of customer 

information that is available.  Certain of this information, including interval usage data, raises 

heightened concerns about customer privacy. 

Given this environment, ComEd believes there are four options that could provide the 

necessary authorization for access to the customer information sought herein: 

1. Possession of an Account Number – The Commission could expand the scope of the 

information to which an entity with possession of an account number has access.  While 

this approach has the advantage of ease, the availability of a customer’s account number 

is now much more widespread than it was at the beginning of open access when ComEd 

and the customer were essentially the only parties with access to such information.   

Treating possession of a customer’s account number as proof of that customer’s 

authorization is unlikely to meet today’s heightened concerns about customer privacy.  

Moreover, the retail market is far more developed today than it was at the onset of open 

access.  With municipal aggregation, the majority of ComEd’s customers are already 

being served by a competitive supplier.  Under Section 1-92 of the IPA, utilities are 

required to provide municipal aggregators individual customer information, including 

name, address and account number.  The need to incent market development throughless-

stringent rules for access to customer information is much less than it was in years past, 

and in light of privacy considerations regarding AMI-enabled data, possession of an 

account number appears to be insufficient evidence of customer authorization 

2. LOA - The Commission could expand the scope of information to which an entity with 

an LOA has access.  This approach has some appeal and validity.  Such entities have 

                                                 
11 See ICC Docket 13-0285, Order at 14-15 
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written, signed authorization12 to switch a customer and are already deemed to have 

access to the information needed to provide service to that customer.  It would seem to be 

a small expansion to conclude that a customer who has authorized an entity to switch its 

service also authorizes that entity to have access to some defined subset of the available 

billing and usage information that a utility possesses for that customer.  This approach 

would also end that entity’s access to this information when the entity stopped providing 

service to the customer, thus providing the customer with some degree of control over 

who has access to its information and for what period of time.  One limitation with this 

approach is that LOA’s are not required, and are apparently not widely used, in the 

municipal aggregation context.  Another limitation with this approach is that because it is 

not practical, as discussed above, for utilities to review each and every LOA and to 

interpret to what information the LOA is authorizing access, ComEd is required to 

assume or deem that the customer is authorizing unconstrained access. 

3. Submission of a Direct Access Service Request (“DASR”) – This approach might be 

used to address the lack of an LOA in the municipal aggregation context.  The only 

entities who can legally submit a DASR are certified RESs in possession of an LOA, or 

who have contracted with a municipality to provide service to those customers who have 

not opted out of the municipal aggregation program.  In the latter case, the RES does not 

have a signed authorization from the customer; rather, the opt-out process is a statutorily-

approved method for switching a customer where otherwise an LOA would be required.  

Because this is an accepted method for allowing an entity to switch a customer, it might 

be viewed as an appropriate method for deeming that a customer has authorized access to 

                                                 
12 This would include electronic signatures as permitted by 83 IL Adm. Code Part 453. 
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the RES to some defined set of the customer’s billing and usage data, similar to an LOA.  

It is not clear, however, that this approach is sufficient to meet the legal requirements for 

“verifiable authorization” from individual customers required by the PUA for disclosure.     

4. Signed, Written Authorization – A signed, written authorization from the customer 

clearly satisfies the statutory requirement for verifiable authorization.  For entities lacking 

the requisite authorization to submit a DASR, this approach would seem to be the most-

plausible approach to satisfy the statutory requirement. In the past, ComEd developed an 

authorization form that, once signed by the customer, permitted access to customer 

billing and usage by named entities not in possession of an account number or an LOA.  

However, this form has received very little use despite being available since 2002. 

If this latter approach is implemented, the use of a standard utility form should be 

required. To ease the administrative burden, the signature requirement could be addressed 

electronically consistent 83 IL Adm. Code Part 453 (permitting electronic signatures for 

LOAs) and the Electronic Commerce Security Act (5 ILCS 175/5-115).  As discussed 

above, the use of individualized authorizations in myriad different forms is simply 

unworkable and could require review and interpretation of potentially many thousands of 

documents to determine what specific information to which an entity is authorized to 

have access. Excess cost, litigation, error, and market uncertainty would ensue. 

  



12 

IV. CONCLUSION 

For these reasons, ComEd respectfully requests that the Commission adopt 

recommendations in accordance with the discussion herein.   

Dated: October 15, 2013 Respectfully submitted, 

COMMONWEALTH EDISON COMPANY 
 
 
By:       
 One of its attorneys 
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