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ILLINOIS SMART GRID ADVISORY COUNCIL

INITIAL GUIDANCE REGARDING A SUCCESSFUL AMI PLAN TO
AMEREN ILLINOIS AND COMED

Inception

The Illinois Smart Grid Advisory Council (“the Council”) was established pursuant to Section
5/16-108.6 of the Illinois Public Utilities Act in order to serve as an advisor to Ameren and 
ComEd on the development and implementation of their Smart Grid Advanced Metering 
Infrastructure (“AMI”) Deployment Plans and the associated proposed tariffs that will be filed 
pursuant to 220 ILCS 5/16-108.6(g). 

The Council conducted its first meeting on March 27, 2012 and had subsequent meetings on 
April 3, 10, 16, 25, 30, May 3 and May 9 at which the Council was briefed on the utilities’ AMI 
plans.  The Council further discussed the key characteristics required of an AMI plan and 
implementation that would allow for the maximum benefit of the consumers, economy and 
environment of the State of Illinois.  Given the rapid advancement of Ameren and ComEd’s AMI 
proceedings before the Illinois Commerce Commission, the Council decided to offer the 
following initial guiding principles to both Ameren and ComEd regarding those aspects. 

The Smart Grid Advisory Council has a long term role in continuing to advise Ameren and 
ComEd on the design and implementation of their Smart Grid systems and products.  This 
document represents the Council’s initial advice to Ameren Illinois and ComEd.

Overview

Smart Grid Infrastructure should include tools that directly benefit consumers,   encourage 
investment by alternative energy suppliers, device manufacturers and distributors,  generators, 
entrepreneurs and customers themselves in, clean, efficient, renewable, and money-saving 
energy products and services. The Council has identified the following seven categories that 
must be adequately addressed by the deployment plans in order to ensure that Illinois receives 
full value from its Smart Grid investments: 

1. Consumer Enablement, Engagement, and Education 
2. Economic Development 
3. Environmental Benefit 
4. Deployment Strategies 
5. Data-Quality, Customer Access , Privacy and Security 
6. AMI enabled rates, products and services 
7. Tracking Mechanisms 
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Core Characteristics
CONSUMER

Guiding Principle. Consumers must be fully informed about products, services and options that a 
Smart Grid provides for them to reduce their energy costs and the technologies and interfaces 
deployed must easily enable them to do so. 

Smart Grid benefits on the customer side of the meter depend on consumers making informed 
decisions about a range of choices including rate options, acquisition and usage of in-premises 
technology, and energy consumption behavior.  AMI will provide consumers with new types of 
information (including interval usage and prices in near-real time) and new ways of accessing 
this information (including web presentment, in-home displays and mobile applications). 
Successful implementation must: 

Engage consumers as appropriate to the different stages of AMI deployment. 
Make them aware of changes in their customer experience that may occur, including any 
changes in policies or practices. 
Enable them to take actions to enhance energy management to lower their energy costs 
and to otherwise benefit from AMI. 
Ensure that customers have access to an array of AMI-enabled choices. 
Educate customers to fully understand these choices, so that all households and 
businesses are equipped to make decisions appropriate to their individual energy needs 
and concerns.

Consumer education should be targeted to specific groups, taking into account the particular 
needs of vulnerable populations, low-income households, and geographic and demographic 
differences while accomplishing the following objectives: 

Utilities have a central responsibility for providing consumer information and they 
regularly interface with customers through monthly bills -- key vehicles for conveying 
Smart Grid information. Information should be provided not just in bill inserts but on the 
bill itself, which may be the only communication from the utility on which some 
customers will ever focus their attention. Written messages can be enhanced through 
technologies such as Quick Response (QR) codes printed on bills to give customers 
immediate connection to websites. 
Billing information and presentation should be modified to accommodate AMI-derived 
data, such as time variant usage.  It may be beneficial for consumers to receive 
comparative information from the utility or from their ARES via supplier consolidated 
billing and/or delivery of bill ready information via utility consolidated billing.  
Examples of such information include  “shadow” billing, comparisons of billing 
outcomes for their usage on different pricing utility tariffs( which could be done on a 
periodic or annual basis, either upon request by the customer or automatically); or ARES 
pricing products and estimates of Smart Grid benefits accrued. The Plan should 
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acknowledge these types of information provision as appropriate utility functions (under 
regulatory oversight).
Statewide benefits may be enhance through coordinated information activities and 
consistent messages between Ameren and ComEd, particularly after deployment is 
completed; certainly the utilities should be communicating with each other and adopting 
best educational practices learned in Illinois and elsewhere. Information activities of each 
utility should be closely coordinated with the Illinois Science and Energy Innovation 
Fund and its grantees. 
Trusted third parties can be effective conduits for credible information to complement 
utility messages about deployment and AMI-enabled options as well as in response to 
concerns about potential negative impacts. Institutions including community groups, 
NGOs, ARES, private sector stakeholder groups,  units of local government, the Illinois 
Commerce Commission, the Illinois Power Agency, the Office of the Attorney General, 
Citizens Utility Board, ,  and the Council may have important roles to play in providing 
information and advice to customers. Communication with these leaders and involvement 
of stakeholder groups in planning and execution of consumer engagement and education 
strategies should be a part of the Plans.

This Plan set in 2012 at the outset of deployment: 

Should not preclude the utility from future actions and program offerings that may turn 
out to be beneficial to customers and appropriate to the evolving role of the utility in 
maximizing consumer benefits from AMI. For example, dynamic pricing of utility 
supply, aggregated consumer participation in demand response programs (in addition to 
PTR), provision of new AMI-based applications, enhanced integration of distributed 
generation, and programs to facilitate electric vehicle charging may be deemed by a 
future Commission to be appropriate AMI-related utility functions. 
 Should explicitly reserve the potential for future modification (under regulatory 
oversight) to accommodate additional opportunities for consumer and societal benefit, 
and engagement and education about them. 
Should specifically address how ARES and their customers can be educated about and 
access the full benefits of AMI enabled information including bill messaging capabilities 
for ARES dynamic pricing and demand response programs. 

As with the performance of other elements of Smart Grid deployment, the effectiveness of 
engagement and education efforts should be tracked and reported. 

ECONOMY

Guiding Principle.  Smart Grid related products and services have the potential to be a major 
economic driver in Illinois.  New products and services, technologies, companies, and jobs are 
developing around successfully deployed Smart Grid networks.  Smart Grid deployment in 
Illinois must facilitate the expansion of these nascent markets by being fully interoperable, 
consistent, transparent, scalable, and upgradeable to support not only current, but future 
advanced technologies and applications. 
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The utilities’ AMI plans must clearly articulate current technical needs and current/potential 
vendor partners to maximize benefit to the Illinois economy and innovation ecosystem.  The 
utilities should also strive to deploy technologies that enable interoperability and consistency 
across the Illinois Smart Grid.   

It is in the state’s best interest to maximize the opportunity for real-time testing of smart grid 
technologies and services. Therefore, the utilities’ plans and systems must allow for testing and 
deployment of advanced technologies in the future.  The utilities must provide engineering and 
operational support for these test beds as well as regular updates on activities and innovations 
resulting from such testing.  Working through the Illinois Science and Energy Innovation 
Foundation, advanced technologies must be developed and tested for ultimate deployment in the 
Illinois Smart Grid with the goal of establishing Illinois as a leader in Smart Grid enabled 
products and services. 

The utilities should also work with Illinois’ universities/colleges/trade schools to establish a 
pipeline of Smart Grid-trained workers while ensuring that Illinois women, minorities and labor 
are substantially represented.  The workforce development efforts should be tracked and take 
into account direct and indirect economic growth and job creation due to Smart Grid 
development and deployment.  

ENVIRONMENT

Guiding Principle. Illinois must maximize cost effective energy efficiency, renewable energy, 
demand response, distributed generation, storage, and other forms of environmentally preferred 
technologies.  This will not only mitigate climate change and improve environmental quality but 
will also diminish future increases in energy prices and retain and create jobs.  Illinois’ Smart 
Grid must facilitate the maximum adoption of these energy alternatives.

The Smart Grid should be designed and implemented to deliver environmental and public health 
benefits.  Utility plans should thus include a thorough description of how this goal will be 
achieved, with tracking mechanisms to gauge progress over time.   

At a minimum, achieving environmental goals will require that: 

The Smart Grid be optimized for energy efficiency, demand response, basic and 
advanced energy storage, distributed generation, renewables and electric vehicle 
infrastructure, including clear and fair interconnection standards and data access. 
The Smart Grid must enable and supports the sale of demand-side resources into 
wholesale energy markets, on equal footing with traditional generation resources. 
The Plans must enable individual customers to access data with which to gauge the 
environmental impact of their energy management and consumption.
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DEPLOYMENT

Guiding Principle. Where and when Smart Grid networks are deployed across Illinois are 
critical decisions that will impact the overall benefits received.  Smart Grid should be deployed: 

In the fastest timeframe possible that  
Maximizes its value to customers and  
Meets the statutory cost test   

On both sides of the meter such expedited deployment will not only increase AMI benefits 
relative to costs and save money but will provide those benefits to all customers sooner and more 
equitably.  A near-decade-long differential between communities’ access to valuable AMI-
enabled applications would delay benefits and would exacerbate concerns about the fairness of 
the rollout schedule and the overall value of Smart Grid investment. Moreover, until full 
deployment in a service territory, both mass marketing of AMI-enabled products and education 
of consumers through mass media would risk customer confusion and negative responses.   

It is therefore imperative that full deployment be accomplished in the shortest reasonable period.   
Further, the Council notes that there are additional qualitative benefits from deploying Smart 
Grid quickly, including perceptions of consumer fairness and regional benefits. 

DATA

Guiding Principle. Illinois’s electric market restructuring began in 1997 and, with Smart Grid, 
has the potential to offer robust choice to Illinois energy customers.  To facilitate the widest 
offerings of companies, products and services across Illinois, consumers must have access to 
their own data.  The data that is generated and collected by the Smart Grid must be kept private 
and secure while maximizing the ability of market participants to affordably and effectively offer 
greater choice to Illinois consumers. 

Privacy

Consumers rightfully want to control and protect their private information. The Energy 
Infrastructure and Modernization Act mandates that utilities “secure the privacy of the 
customer’s personal information,” such as name, address, telephone number, and data about 
electricity usage.  Under the Act, utilities, their contractors or agents, and any third party are 
prohibited from using such information for mailing lists or other commercial purposes.    

The Smart Grid Advisory Council believes that securing consumer privacy is of utmost 
importance for the successful rollout of Smart Grid.  . 
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Quality, Access and Control

The Council supports the basic principle that the customer (not the utility) controls access to the 
customer usage data.  In practice, this means that those parties (including ARES, demand 
response providers and other third parties) authorized by the customer to have access to the data 
do not have to pay additional charges (that the utility does not charge for under it’s time of use 
(TOU)  rates and demand response programs) for access to the data.  This principle applies to 
both “billing quality” and data directly meter accessed from the meter.  

Additional key considerations that the Utility Plans should include: 

The Plans should detail how ARES (and potentially other third party providers) will 
access billing quality data.  Before any implementation tariffs are approved, this process 
must be reviewed with stakeholders and detailed in the tariffs.  Such processes should 
also be competitively neutral between utility supplier energy and demand response 
products and ARES and other third party supplied energy and demand response products.
The utilities should provide a “roadmap” of the process for obtaining billing quality 
residential and small customer interval data.  The plans to date do not include that 
information.
Assumptions as to the percent of residential and small customer meters that will request 
interval data and related plan budget assumptions should be clearly identified in the 
plans.  Interval data is more expensive to process and store, and as a result, if the plans do 
not outline assumptions, the underlying budgets and rate caps may not have been 
properly evaluated.
Plans should clearly state that the utility consolidated billing (Purchase of Receivables 
with Consolidates Billing (PORCB)) programs will accommodate dynamic pricing 
supply products that utilize interval data
Implementation tariffs (if not the Plans) should clearly identify how bill quality interval 
data can be accessed by ARES and other third party vendors for supplier consolidated 
billing and third party vendor products – products should not be restricted by the utility 
billing system
Implementation tariffs (if not the plans) should address how “zigbee” data downloaded 
directly from the meter (as opposed to bill quality data) will be accessed.  
For bill quality and direct meter access data, the formats, processes and procedures 
should be as uniform as possible in order to maximize third party product development 
and economic development benefits to the state.
o Customer Energy Usage Data (CEUD) should utilize national standards as prescribed by the 

North American Energy Standards Board (NAESB) implementing the Electronic Service 
Provider Interface (EPSI) when developing a single statewide format to provide this data to 
authorized entities.  It is important that the data be made available expedituously in accessible 
electronic format If data from the meter is transmitted to the utility once a day, the data 
should be provided no more than 24 hours after the data is retrieved and undergone the 
requisite validation, estimation and editing (VEE) processes. If meter data is retrieved and 
processed via VEE protocols more frequently than daily, the utility should provide that data 
in the most expeditious frequency possible.  Statewide standard protocol and formats  should 
be defined at the outset./.   
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An additional significant issue that arises with smart meters is that it creates the capability for the 
utilities to transition from “load profiled” (system average) Peak Load Contribution and Network 
Integrated Transmission charges to individual PLCs and NISTs.  As capacity prices increase, the 
full benefit of demand response and TOU products cannot be recognized without implementation 
of individual PLCs and NISTs. However, there are many implications for both customers and 
their suppliers of such a transition.  Following are key considerations that must be considered in 
developing such a transition. 

The majority of customers in the state will soon be served by ARES and transitioning 
from “load profile settled” capacity and transmission charges will have a material impact 
on the cost to serve and the pricing of individual ARES customers.  The same impacts 
will likely also impact the rates of any remaining IPA served customers.1

Given the above, the policy implications of individual PLCs and NITs should be clearly 
considered before any utility implementation.  ComEd’s pilot data could possibly be a 
source of data to begin an evaluation of those policy implications.
Utilities should indicate in their plans if their IT and billing system cost estimates include 
a transition to individual PLCs as it could have an impact on the costs and ultimately the 
public policy implications of implementation of individual PLCs and NISTs.  

Cyber Security

While modern communication, control, and computing technologies offer opportunities to 
improve electric power system response and resilience to failure, they also render the grid 
vulnerable to intentional cyber-attacks from internal or external parties.  It is critical that 
companies implementing AMI consider cyber-security measures, while not inadvertently 
impairing system access or reliability.  This places a constraint on the acceptable complexity and 
computational intensiveness of cyber-security measures.    NIST has established a Smart Grid 
interoperability panel (SGIP) that has delivered NIST IR 7628 “Guidelines for Smart Grid Cyber 
Security” that provides recommendations in three volumes for establishing a secure 
communication environment.   AMI communication design should employ publicly vetted 
security techniques designed to meet the needs for performance, reliability, computation, and the 
communications attributes of the systems on which it is deployed while achieving the 
appropriate levels of confidentiality, integrity, and availability.  Best practices are that all details 
of the security system itself be published and well known, but the keys be kept secret.2

For example, for PJM, the roadmap and detailed timeline to individual PLCs (Peak Load Contribution) and NITs 
(Network Integrated Transmission) should be clearly identified at least 3 years in advance of implementation by zip 
code.  A similar process should be done to fit MISO’s protocols.

IEEE Power and Energy Magazine, Keeping the Smart Grid Safe (special issue), volume 10, number 1, 
January/February 2012.
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AMI ENABLED RATES, PRODUCTS AND SERVICES

Guiding Principle. Consumer benefits are only maximized from Smart Grid deployment when 
technology, pricing and policies are implemented that allow consumers to use information to 
reduce their energy usage and spending.  These offerings and products must be easily 
understood, effective and widely available to all utility customers whether served by the utility or 
by an ARES.  The utilities have acknowledged that they are still developing their PTR plans and 
tariffs.    Following are initial principles for the development of this key component of the Smart 
Grid plans in advance of the more rigorous efforts: 

Utilities should hold workshops with ARES and other interested stakeholders well in 
advance of their peak time rebate (“PTR”) filings to detail their PTR plans.
AMI PTR programs need to be designed to recognize that ARES served customer 
capacity is supplied by and paid for by the ARES, not the utilities and therefore any 
utilization of  ARES served customer capacity is at the ARES discretion, not the utilities.
Utilities should seek input from all parties in determining the rebate for any utility PTR.
PTR products should not be limited to utility design – suppliers may have the ability to 
offer higher rebates or “free power” instead of the rebate.
Utility systems, including billing and metering, should be designed so that additional 
dynamic or time variant pricing options can be offered. 

TRACKING

Guiding Principle. To achieve the goals outlined in this guidance, a series of tracking 
mechanisms should be established.  These would take the form of a series of statistics related to 
the above focus areas that ensure the Council and the citizens of Illinois are fully informed as to 
the progress and abilities of the Smart Grid.  These tracking mechanisms should be above and 
beyond the performance metrics outlined in the Smart Grid bill.  The recently passed California 
Public Utilities Commission tracking mechanisms included in its Smart Grid implementation 
docket provide a good starting point. 

The Smart Grid plans should contain robust tracking mechanisms to gauge progress over time 
and provide utilities, regulators, stakeholders, the public and the Council with the key data points 
necessary to improve implementation.  

Note
The statements expressed herein reflect the views of the Illinois Smart Grid Advisory Council 
but do not necessarily represent the positions of individual Council members’ representative 
organizations or stakeholders. 
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