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I.  Executive Summary and Introduction 1 

A. Witness Identification 2 

Q. Please state your name and business address. 3 

A. My name is David B. Doherty.  My business address is 1919 Swift Drive, Oak Brook, 4 

Illinois 60523. 5 

Q. Mr. Doherty, by whom and in what position are you employed? 6 

A. I am employed by ComEd as Manager of the AMI Program Implementation. 7 

B. Purposes of Direct Testimony  8 

Q. What is the purpose of your testimony? 9 

A. My testimony has two purposes.  First, I describe how the Request for Proposal was 10 

developed with respect to the Advanced Metering Infrastructure (“AMI”) meters and how 11 

the vendor responses were analyzed.  Second, I explain why Silver Spring Networks was 12 

selected as the AMI technology provider.   13 

C. Background and Qualifications 14 

Q. What are your duties and responsibilities as ComEd’s Manager of AMI Program 15 

Implementation? 16 

A. I have responsibility for selecting the AMI technology, contract management of the AMI 17 

vendor and the validation of the AMI business case.  18 

Q. What was your earlier professional experience? 19 

A. I have held multiple roles at ComEd and Exelon managing large systems projects, 20 

customer service initiatives and departments, vendors, and marketing programs between 21 

1990 and 2007.  From 1998 to 2003, I left ComEd for a period of time to provide 22 
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consulting services to other utilities and other industry entities, e.g., a Retail Electric 23 

Supplier and a independent system operator, focusing on the deregulating markets of 24 

Pennsylvania, California, Illinois, and Texas.   25 

All together, I have spent about 20 years working for ComEd, Exelon Corporation 26 

business units, or consulting to other electric utilities in a variety of positions in Energy 27 

Delivery Operations and Information Technology. 28 

Q. What is your educational background? 29 

A. I hold a B.S. in Mechanical Engineering from Michigan State University and an M.B.A. 30 

from DePaul University.  31 

II. Request for Proposals and Technology Selection Criteria  32 

Q. What process was used to select the vendor for the AMI pilot? 33 

A. In order to meet the goal of a pilot test by Summer 2010, vendor selection began during 34 

the AMI workshops.  At the December 17, 2008 workshop, ComEd sought general input 35 

from stakeholders about what an AMI Pilot should focus on from a customer perspective.  36 

In addition, ComEd shared its initial views about what criteria it sought in the selection of 37 

the appropriate AMI technology.   38 

Q. What criteria did ComEd develop in determining the appropriate AMI technology? 39 

A. Specifically, ComEd decided that its Request for Proposal (“RFP”) would not be limiting 40 

but would explore the pricing and optionality of the current feature-sets of smart meters 41 

in a way that would allow for flexibility in response by the vendors.  ComEd explained 42 

that the differentiating characteristics of the AMI technology is found in the 2-way 43 

communications and that the meters are more or less of a commodity.  44 
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Q. In the RFP, what are the features that ComEd believes an AMI meter should have? 45 

A. The AMI meters need to include two-way communications with time-of-use 46 

measurement, support five minute interval data collection, support for outage 47 

management, tamper detection, and bi-directional metering.  Also, optional features 48 

(certain optional features may be standard with some offerings) would include the service 49 

or disconnect switch, Home Area Network (“HAN”) communications, voltage 50 

monitoring, support for water and gas metering, and remote configuration of all 51 

components (meters, communications, and HAN). 52 

Q. What was the selection of the AMI network primarily based on? 53 

A. The selection of the AMI network was primarily based on the following criteria: security, 54 

network performance, interoperability, scalability, flexibility, maturity, resistance to 55 

obsolescence, economic stimulus, capability, and price. ComEd also values companies 56 

with demonstrated programs to protect the environment and support minority and women 57 

owned businesses.  58 

Q. Did ComEd seek input from the AMI Workshop process on the RFP once the AMI 59 

features were determined? 60 

A. Yes.  On January 2, 2009, ComEd circulated a draft of the RFP to the non-vendor and 61 

non-consultant AMI Workshop participants and asked for their written feedback by 62 

January 13.  ComEd shared that feedback generally with this group in a meeting on 63 

January 15 and circulated a redlined modified draft RFP seeking any additional 64 

comments by January 23.  This feedback process provided valuable input and resulted in 65 

the issuance of an improved RFP in early February to 10 vendors with known AMI 66 

deployments.   67 
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Q. Did ComEd provide any guidance to the vendors in the RFP? 68 

A. Based on significant stakeholder input, ComEd provided the following guidance in the 69 

RFP: 70 

Specifically, ComEd is seeking proven technology solutions that can support the 71 
low-latency network performance requirements of a Smart Grid deployment cost-72 
effectively. To that end, ComEd is not seeking costly equipment intensive 73 
solutions - Per meter costs, inclusive of the meter, internal disconnect switch, 74 
network hardware and all information technology components should be well 75 
under $150/meter. Also, this pilot is not a technology trial and references should 76 
only include U.S. utilities with deployments greater than 50,000 meters where the 77 
technology has been fully integrated for billing purposes. Additionally, ComEd 78 
will highly favor technology solutions that employ industry best security 79 
practices, provide sub-minute response times from the command issuance to the 80 
command acknowledgement, and utilize Internet protocols.  81 

Q. Did ComEd receive responses to the RFP? 82 

A. Yes.  On March 11, ComEd received responses from 8 of the 10 solicited vendors.  It 83 

conducted a review of the responses against certain defined “gates” and “hurdles” within 84 

the eight criterion, to eliminate any vendors whose bids did not meet these minimum 85 

requirements. 86 

Q. What are the gate criteria and hurdles that were used and what is the difference between 87 

the two? 88 

A. Gates were readily observed characteristics of the AMI solution that were called out 89 

specifically in the proposal responses that had to be met for the proposal to receive 90 

further consideration.  Hurdles were similar characteristics, but while not required, were 91 

highly valued.  By setting these gates and observing the hurdles as part of the evaluation 92 

process, this allowed ComEd to place the appropriate weighting on the differentiating 93 

characteristics of the proposed solutions.  94 
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Q. What is the capability criterion? 95 

A. This criterion refers to the solution’s ability to meet ComEd’s operational goals in meter 96 

reading, meter servicing, and outage management.  For example, the solid-state meters 97 

must comply with American National Standards Institute (“ANSI”) standards for meter 98 

accuracy and with all applicable provisions of the Illinois regulations, including without 99 

limitation Part 410 of Title 83 of the Illinois Administrative Code.  100 

The meters will have a daily kWh register, be programmed with a 30-minute kWh 101 

interval channel, and be capable of two-way remote communications.  Further, all 200 102 

amp single-phase self-contained meters will have a certified service switch.  The meters 103 

must be able to remotely upgrade all firmware components, inclusive of the metrology 104 

and all communications.  The AMI network should support distribution automation 105 

(“DA”), customer applications and in-home devices (“IHD”), such as programmable 106 

communicating thermostats (“PCT”) or displays as part of the Home Area Network.  107 

Also, it is preferred that the network infrastructure have a ratio of meters to data 108 

concentrators greater than or equal to 1,000 to 1.  ComEd values the ability to transport 109 

DNP and IEC61850 messages over TCP/IP (Transmission Control Protocol / Internet 110 

Protocol), Ethernet or serial, using the network to support distribution automation.  111 

Q. What are the flexibility and scalability criteria? 112 

A. This refers to the solution’s ability to adapt to smaller deployment increments, 113 

deployment to different service area or types, deployments in more than one operating 114 

center.  For example, bids were be evaluated based on how easily the proposed solution 115 

scales for deployment throughout ComEd’s service territory.  The solution must be 116 
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scalable to at least five million meters. Additionally, ComEd evaluated the solution’s 117 

ability to read gas and water meters.  118 

Q. What is the network performance criterion? 119 

A. Network performance is defined by the capabilities of the Smart Grid’s infrastructure 120 

(e.g., distribution automation, CVC (Conservation Voltage Control), load profiling and 121 

prediction, load curtailment, etc.), which are both enabled and limited by the capabilities 122 

of the communication network itself.  Will the network be capable of managing the Smart 123 

Grid application portfolio today as well as for the future?  Or, is the network tailored to 124 

function with one specific application?  Many networks claim speed as an important 125 

attribute, however message processing including priority and routing efficiency can make 126 

a speedy network, by comparison, slow.  True performance is measured by looking at the 127 

overall end-to-end message delivery time.  This takes into account all aspects of the 128 

network’s ability to move data effectively and timely.  Further, it is important that the 129 

network be application agnostic in order to fit within a strategic Smart Grid framework.  130 

The efficiency of the network is related to the capacity of the network 131 

components.  Components operating near capacity without margin for critical events, 132 

such as meter last gasp outage messages, will fail to meet expectations when time really 133 

matters.  Also related is the ratio of network data concentrators to the number of end 134 

points with consideration given to the design overlap.  The overlap will define the ability 135 

of the system to re-route messages when the primary path is not available due to failure.  136 

The speed to find a new path as well as the ability to find a better path will allow the 137 

network to maintain data connectivity as conditions change.   138 
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The network data concentrators need to make use of a variety of communication 139 

connections.  The ability to use public, private as well as externally encrypted networks is 140 

needed to make use of the most effective and economic resource at the location.   141 

Q. What is the security criterion? 142 

A. In developing a Smart Grid Strategy of which AMI is a part, security at all levels is an 143 

imperative.  For a communications infrastructure that has pervasive coverage across the 144 

territory, the security of that infrastructure must be a key element of the design from the 145 

ground up.  It cannot be a bolt-on or an afterthought patch to an existing system.  Given 146 

the threats in today’s society, cyber and otherwise, ensuring a technology selection meets 147 

stringent technology criteria is essential for a successful deployment.  To that end, 148 

ComEd identified security attributes and criteria, which it felt were rigorous and aligned 149 

with the best cryptography technology available in the industry today.  Simply stated, 150 

criteria were established to ensure both mutual authentication of devices in the system as 151 

well as data encryption in transport were addressed ensuring confidentiality and integrity 152 

of data.  ComEd believes that while evaluating the vendors’ security documentation is 153 

good, it does not necessarily ensure the security is truly implemented as described.  154 

Therefore, ComEd will perform a security evaluation for the selected solution as a part of 155 

the factory acceptance test to ensure the security implementation is as described and no 156 

other vulnerabilities are detected.   157 

Q. What are the security attributes or criteria that the AMI solution should possess? 158 

A. The security attributes/criteria include: 159 

o Cryptography 160 
o Mutual Authentication - Two devices authenticate their identity to the 161 

other, thereby establishing a trusted relationship between the two. 162 
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o Encryption - Ensuring data is unintelligible by anything or anyone 163 
other then the intended recipient (AES 256bit) 164 

o Public Key Infrastructure (PKI) - Public/Private key exchange to 165 
support data encryption 166 

o Digitally Signed Certificates (x.509) coupled with PKI - Ensure 167 
authentic identification supporting mutual authentication capability 168 

o Vulnerability Management - System design is impervious to outside 169 
attack scenarios 170 

o Man-in-the-Middle attack 171 
o Denial-of-Service 172 
o Re-play attack 173 

Q. What is the maturity criterion? 174 

A. ComEd does not intend to pilot a new technology that has not demonstrated its 175 

capabilities elsewhere.  Thus, the solution’s technology must have been used with at least 176 

50,000 meters in a single United States footprint, fully integrated for billing purposes. 177 

Recognizing that these technologies, as a whole, are immature, ComEd does not want to 178 

conduct a pilot while the vendor is still overcoming technical trials elsewhere.  ComEd 179 

has chosen to be a fast follower, leveraging the learnings from other implementations.  180 

Q. What is the obsolescence risk criterion? 181 

A. ComEd will evaluate technologies to ensure a solution with appropriate long-term value.  182 

In the evaluation, ComEd focused on adoption rates and a company’s roadmap for 183 

product enhancements and development.  184 

Q. What is the economic stimulus criterion? 185 

A. There is a preference for vendors who offer in-state services and equipment over out-of-186 

state purchases to help develop capacity in Illinois for programs under the American 187 

Recovery and Reinvestment Act of 2009.  Additionally, there is a preference for vendors 188 

who offer U.S. services and equipment over off-shore contractors to help garner funding 189 
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under the American Recovery and Reinvestment Act of 2009.  ComEd also evaluated the 190 

solution against Department of Energy Smart Grid funding criteria to assess the 191 

likelihood of receiving matching funds.  192 

Q. What is the interoperability criterion? 193 

A. There is a preference for non-proprietary solutions over proprietary solutions.  The 194 

solution should have the ability to connect to other standard adhering wide area transport 195 

networks via a standard physical and protocol interface, i.e. Ethernet and TCP/IP.  It must 196 

also have the ability to use “off the shelf” networking components and technologies for 197 

data transport from the aggregation/collection points to the host system. 198 

Q. What is the MWBE criterion? 199 

A. There is a preference for the utilization of minority and women owned businesses in the 200 

vendor’s overall solution. 201 

Q. What is the environment criterion? 202 

A. The solution should address ComEd’s environmental goals as detailed in Section H of the 203 

RFP. 204 

Q. Are there other criteria? 205 

A. Yes.  The highest value was heavily weighted and was scored primarily on overall 206 

solution costs to deploy as well as the ongoing costs to support the pilot and was then 207 

balanced against how well the overall solution would position the pilot for success.  208 

Q. With regards to the criteria, how did you compare the vendor responses? 209 
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A. Of the vendors who meet all the above criteria, ComEd compiled a scorecard for each 210 

response.  Relative weights or priorities were assigned to each criterion.  Then the 211 

vendors were ranked based on their scores. 212 

Q. How were the criteria ranked? 213 

A. The criteria was ranked as follows: 214 

 215 
Criteria Description Priority 

Capability 
Ability to meet ComEd’s operational goals in meter reading, 
meter servicing, theft detection, and outage management  9 

 Flexibility & 
Scalability 

Ability to adapt to smaller deployment increments, deployment 
to different service area or types, deployment in more than one 
operating center. i.e., bids will be evaluated based on how 
easily the proposed solution scales for deployment throughout 
ComEd’s  

8 

 Network 
Performance 

Flexibility in terms of networking technology. If there are no pilot 
evaluation goals set at the time the RFP is released, the 
solutions will have to able to accommodate a number of 
potential program designs including innovative pricing 
programs, home are 

7 

 Security 
Security for the grid as well as consumer protections  

10 

 Maturity 
ComEd does not intend to pilot a new technology that has not 
demonstrated capabilities elsewhere  5 

 Obsolescence 
Risk 

ComEd will evaluate technologies to ensure a solution with 
appropriate long-term value  4 

 Economic 
Stimulus  

A preference for vendors who offer in-state services should be 
given over out-of-state contractors to help develop capacity in 
Illinois for these types of programs.  

3 

 Interoperability 
A preference for nonproprietary solutions over proprietary 
solutions.  6 

MWBE 
Use of minority and women owned business in the vendor's 
overall solution. 1 

Environment 
Solution's ability to address ComEd's environmental goals as 
outlined in section H. 2 

Q. Did any of the vendor RFP responses pass the gate criteria?  216 

A. Yes.  Three of the vendors were assessed as having passed the gate criteria.  The gating 217 

assessment was initially performed by ComEd and reviewed with non-vendor workshop 218 

participants on March 26.  ComEd encouraged the participants to challenge the process 219 

and reconsider two of the proposals that had not met the gates but could be considered 220 
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further if the gates were modestly adjusted.  In the end, the participants confirmed the 221 

gates and the passing of the three proposals on for further evaluation.   222 

Q. How were these final three vendors evaluated? 223 

A. ComEd’s ultimate scoring criteria was not intended to be one by which a “winner” was 224 

automatically determined, but rather one which informed and assisted the decision-225 

making process.  The non-price criteria were evaluated separately to facilitate a cost-226 

benefit assessment in the ultimate decision.  ComEd conducted intensive scoring 227 

meetings with respect to the remaining three vendor bids.  Subject matter experts within 228 

ComEd and Exelon Business Services Company gathered and decided on consensus 229 

preliminary “scores” to be assigned to each vendor’s bid as well as to identify any 230 

questions about the bid that might affect the evaluation.  Meetings were then held with 231 

each vendor to obtain necessary clarifications and scores were adjusted accordingly.  In 232 

addition, scoring was done several different ways as a way to further inform the process.  233 

For example, one way was to “force” a high (10) and a low (0) score across the proposals 234 

against each criteria.  Another way was to comparatively score each vendor’s proposal 235 

against each criteria.  236 

Q. What happened once the three responses were evaluated and scored?  237 

A. At the AMI Workshop held on April 6, 2009, ComEd shared its scoring results, 238 

preserving vendor anonymity, with the non-vendor and non-consultant stakeholder group 239 

as well as “order of magnitude” pricing comparison.     240 

Q. How was price or solutions costs introduced into the selection? 241 
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A. ComEd conducted price negotiations with the three vendors as well as “due diligence” 242 

inquiries.  After this round of negotiations, ComEd selected two finalists with which to 243 

continue negotiations.  With detailed discussions and multiple meetings, the two finalists 244 

were brought to within 3% of each other.  While the costs are heavily weighted in the 245 

decision, the proximity of the two capital investments negated the impact of price on the 246 

decision.  This led to the other criteria becoming more meaningful in differentiating the 247 

two proposals.  248 

Q. Which vendor was award the AMI Pilot project? 249 

A. Based on this evaluation process, the network contract was awarded to Silver Spring 250 

Networks.  Of the three scored proposals, Silver Spring Networks scored highest in 9 of 251 

the 10 criteria.  Based on ComEd’s evaluation, the solution provided the most secure, 252 

highest performing, and most interoperable solution that also met all of ComEd’s gates.  253 

III. Selection of Silver Spring Networks 254 

Q. Please further explain why Silver Spring Networks is best positioned to support ComEd’s 255 

requirements, meet the expectations of the workshop participants, and provide for a 256 

successful pilot.  257 

A. The solution proposed by Silver Spring Networks has many features that aligns very well 258 

with what ComEd intends to demonstrate as part of the Commission ordered AMI pilot.  259 

These features include:  260 

• Highly secure solution which implements a full cryptography suite 261 
through the use of asymmetric public/private key exchange, x.509 262 
digitally signed certificates and AES 256 bit encryption as well as digitally 263 
signed firmware in secure memory. ComEd regards the security as a best 264 
practice model.  265 
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• High performing, high bandwidth, self-healing network leveraging 266 
sophisticated routing with high speed node-to-node latency necessary to 267 
meet the needs of an evolving Smart Grid; also speaks to obsolescence as 268 
the capacity of the network allows for future growth and needs. 269 

• Interoperable: IP end-to-end, using TCP routing and SNMP network 270 
management for alarms and diagnostics leverages proven communications 271 
networking built on standards allowing for the transport of varied known 272 
and to-be-determined data needs. 273 

• Highly capable network management tools and systems based on a 274 
services-oriented architecture (SOA) that will integrate to the meter data 275 
management systems using web services. 276 

• Complies with all of ComEd’s Customer Operations requirements and 277 
regulations to support meter reading, service orders and billing. 278 

• Supports demand response programs, advanced billing and pricing, and 279 
devices within a customer’s home, e.g., in-home displays or 280 
programmable communicating thermostats (or IHDs and PCTs). 281 

• The network supports peer-to-peer communications and the transport of 282 
DNP3 to enabling distribution automation. 283 

• High powered radios in the unlicensed 900 MHz result in a balance 284 
between bandwidth and physical propagation providing for a capable 285 
network that can also address hard to reach device locations. 286 

• Demonstrated capability in scale at Pacific Gas & Electric and Florida 287 
Power & Light. 288 

• Competitive pricing 289 

Q. Does this complete your direct testimony? 290 

A. Yes. 291 


